
      
 

______________________________________________________________________________ 
UNCLASSIFIED 

   
BLACKBERRY TECHNOLOGY OVERVIEW 

 
(FOR BLACKBERRY ENTERPRISE 

SERVER 4.1.X & 5.0.X) 
 

Version 1, Release 1 
 

 
 
 
 
 

24 May 2010 
 

 
 
 
 
 

Developed by DISA for the DoD 
 

               
  



BlackBerry Technology Overview, V1R1 DISA Field Security Operations 
24 May 2010 Developed by DISA for the DoD 

 

UNCLASSIFIED ii

This page is intentionally left blank. 



BlackBerry Technology Overview, V1R1 DISA Field Security Operations 
24 May 2010 Developed by DISA for the DoD 

 

UNCLASSIFIED iii

TABLE OF CONTENTS 
  

           
Page 

1. INTRODUCTION..................................................................................................................1 
1.1 Background..................................................................................................................... 1 
1.2 Authority ......................................................................................................................... 2 
1.3 Scope............................................................................................................................... 3 
1.4 Vulnerability Severity Code Definitions ........................................................................ 3 
1.5 STIG Distribution ........................................................................................................... 5 
1.6 Document Revisions ....................................................................................................... 6 

2. BLACKBERRY COMPLIANCE REQUIREMENTS.......................................................7 
2.1 Wireless General Policy STIG........................................................................................ 7 
2.2 BlackBerry Handheld STIG............................................................................................ 7 
2.3 BlackBerry Enterprise Server STIG ............................................................................... 7 

3. BES AND BLACKBERRY DEVICE SECURITY INFORMATION ............................11 
3.1 Creating IT Policies ...................................................................................................... 11 
3.2 BlackBerry Application Security.................................................................................. 12 

3.2.1 Overview............................................................................................................... 12 
3.2.2 Application Security Controls............................................................................... 14 
3.2.3 Strategy for Secure Deployment and Management of BlackBerry Applications . 15 
3.2.4 Strategy for Secure Connections to Back-Office Servers..................................... 16 
3.2.5 Setting Up Application Security Controls ............................................................ 17 

3.2.5.1 IT Policy Controls................................................................................................. 17 
3.2.5.2 Setting Up an Application White List Software Configuration............................ 17 
3.2.5.3 Security Controls for Non-Core BlackBerry Applications................................... 25 

3.3 Configuring BlackBerry MDS Services Security ......................................................... 26 
3.3.1 Configuring BlackBerry Authentication to Web Servers ..................................... 27 
3.3.2 Data Encryption .................................................................................................... 27 
3.3.3 BlackBerry MDS Connection Service Properties................................................. 28 
3.3.4 BlackBerry MDS Integration Service Security..................................................... 32 
3.3.5 BES MDS Connection Service Document Search Security ................................. 32 

3.4 S/MIME Configuration................................................................................................. 32 
3.5 PGP Encryption ............................................................................................................ 33 
3.6 Managing Encryption Keys .......................................................................................... 33 
3.7 Maintenance Configuration .......................................................................................... 34 

3.7.1 Logging ................................................................................................................. 34 
3.7.2 System Backup...................................................................................................... 34 
3.7.3 BES Monitoring Tools.......................................................................................... 34 

3.8 Content Protection ........................................................................................................ 34 
3.9 Password Keeper Settings............................................................................................. 35 
3.10 Bluetooth Security Settings........................................................................................... 35 
3.11 Bluetooth Smart Card Reader ....................................................................................... 36 
3.12 Forcing BlackBerry Device Software Updates............................................................. 36 



BlackBerry Technology Overview, V1R1 DISA Field Security Operations 
24 May 2010 Developed by DISA for the DoD 

 

UNCLASSIFIED iv

3.13 Firewall Requirements .................................................................................................. 36 
3.13.1 BES Architecture .................................................................................................. 37 
3.13.2 BlackBerry Host-Based Firewall Non-Segmented Architecture .......................... 37 
3.13.3 Segmented Architecture........................................................................................ 40 

3.14 BlackBerry IP Modem .................................................................................................. 42 
3.15 Disposal of BlackBerry Handhelds............................................................................... 43 
3.16 Use of “Team” BlackBerrys ......................................................................................... 43 
3.17 RIM Bluetooth Smart Card Reader (SCR) Connections to PCs................................... 43 
3.18 Using Software Certificates .......................................................................................... 44 
3.19 BlackBerry Use with Wireless LANs........................................................................... 45 

3.19.1 Wi-Fi Connection to a DoD-Operated Enterprise WLAN System....................... 46 
3.19.2 Wi-Fi Connection to a Public Hot Spot WLAN System ...................................... 46 
3.19.3 Wi-Fi Connection to a Home WLAN System ...................................................... 46 
3.19.4 BlackBerry Wi-Fi Security Controls .................................................................... 46 
3.19.5 Instructions for Installing a BlackBerry Device Certificate ................................. 47 
3.19.6 BlackBerry Wi-Fi Voice over IP (VoIP) .............................................................. 48 

3.20 Antivirus Support on BlackBerry Devices ................................................................... 48 
3.21 AutoBerry Tool............................................................................................................. 48 
3.22 BlackBerry Instant Messaging (IM) ............................................................................. 48 
3.23 Additional BlackBerry Applications and Services ....................................................... 49 

3.23.1 Documents To Go................................................................................................. 49 
3.23.2 BlackBerry Mobile Voice System (MVS)............................................................ 49 
3.23.3 BlackBerry Web Desktop Manager ...................................................................... 49 

3.24 BES System Administrator Training and Certification ................................................ 50 

APPENDIX A.  BES SYSTEM ADMINISTRATOR SECURITY CONFIGURATION 
TASKS ..........................................................................................................................................53 

APPENDIX B.  BLACKBERRY DISPOSAL PROCEDURES ..............................................57 

APPENDIX C.  CAC DIGITAL CERTIFICATE PROVISIONING.....................................59 

APPENDIX D.  VMS PROCEDURES.......................................................................................61 

APPENDIX E.  BLACKBERRY CONFIGURATION FOR GROUP E-MAIL ACCOUNTS63 

APPENDIX F.  MISCELLANEOUS BES 5.X CONFIGURATION PROCEDURES .........67 

APPENDIX G.  S/MIME CONFIGURATION PROCEDURES FOR BES 5.X ...................73 
 



BlackBerry Technology Overview, V1R1 DISA Field Security Operations 
24 May 2010 Developed by DISA for the DoD 

 

UNCLASSIFIED v

LIST OF TABLES 
 Page 

 
Table 1-1.  Vulnerability Severity Category Code Definitions .......................................................3 
Table 3-1.  HTTP Properties..........................................................................................................28 
Table 3-2.  Proxy Properties ..........................................................................................................28 
Table 3-3.  TLS and HTTPS Properties.........................................................................................28 
Table 3-4.  Log Properties .............................................................................................................29 
Table 3-5.  Host-Based Firewall Architecture PPS for Non-Segmented Architecture on BES ....38 
Table 3-6.  Host-Based Firewall Architecture PPS for Segmented Architecture on BES Router.40 
Table 3-7.  Host-Based Firewall Architecture PPS for Segmented Architecture on BES.............41 
Table D-1.  VMS Asset Matrix......................................................................................................61 
 

LIST OF FIGURES 
  Page 

Figure 2-1.  Example BlackBerry Network Architecture ................................................................8 
Figure 2-2.  Segmented BlackBerry Network Architecture.............................................................9 
Figure 3-1.  “Disallowed Application” Application Control Policy..............................................18 
Figure 3-2.  “Required Application” Application Control Policy .................................................19 
Figure 3-3.  “Optional Application” Application Control Policy ..................................................20 
Figure 3-4.  Application Control Policy for Google Maps – 1 ......................................................21 
Figure 3-5.  Application Control Policy for Google Maps - 2.......................................................21 
Figure 3-6.  List of Application Control Policies on BES .............................................................22 
Figure 3-7.  Assigning Application Control Policies.....................................................................23 
Figure 3-8.  BlackBerry Connections to Enclave Servers .............................................................27 
Figure 3-9.  CRL Configuration (BES 5.x)....................................................................................29 
Figure 3-10.  LDAP Configuration (BES 4.1.x)............................................................................30 
Figure 3-11.  LDAP Configuration (BES 5.x)...............................................................................30 
Figure 3-12.  OCSP Configuration (BES 4.1.x) ............................................................................31 
Figure 3-13.  OCSP Configuration (BES 5.x) ...............................................................................32 
Figure 3-14.  Setting Password Keeper Password .........................................................................35 
 



BlackBerry Technology Overview, V1R1 DISA Field Security Operations 
24 May 2010 Developed by DISA for the DoD 

 

UNCLASSIFIED vi

This page is intentionally left blank. 



BlackBerry Technology Overview, V1R1 DISA Field Security Operations 
24 May 2010 Developed by DISA for the DoD 

1. INTRODUCTION 

1.1 Background 
The BlackBerry Security Technical Implementation Guide (STIG) and associated documents 
(e.g., BlackBerry Overview, BlackBerry Configuration Tables, BlackBerry Handheld STIG, and 
BlackBerry Enterprise Server STIG), provide security policy and configuration requirements for 
the use of BlackBerry wireless e-mail in the Department of Defense (DoD).  Guidance in these 
documents applies to all BlackBerry systems, including BlackBerry handheld devices and 
BlackBerry Enterprise Server (BES).  This STIG provides security requirements for both BES 
4.1.7 and 5.0.1 installations.  DoD sites should migrate to BES 5.0.1 as soon as possible to take 
advantage of improved security features and management capabilities of the new server. 
 
This STIG serves as both a security review checklist and a configuration guide.  Information 
Assurance Officers (IAOs), Security Managers (SMs), System Administrators (SAs), device 
users, and Security Readiness Review (SRR) reviewers, each with varying experience levels, 
should use the STIG to ensure the security of BlackBerry implementations.   
 
Section 2 of the BlackBerry Technology Overview provides security compliance information for 
the BlackBerry system.    
 
Section 3 and Appendices B, C, D, E, and G are intended for experienced BES administrators 
who have completed BES for Microsoft Exchange Administrator training.  SAs should also 
consult Appendix A for a list of tasks to be completed to set up required security features on the 
BES.  The configuration settings (or actions) in Section 3 and Appendices C and D are classified 
as either “Required” or “Optional.”  “Required” configuration settings are mandatory for all 
installations of DoD BES for Microsoft Exchange and for BlackBerry Handheld Software.  
“Optional” settings are the recommended and preferred configuration for installations of DoD 
BES for Microsoft Exchange and BlackBerry Handheld Software.  “Optional” configuration 
settings may not be possible at all DoD installations because of operational or network 
constraints. 
 
Appendix D provides procedures used by SAs and SRR reviewers when registering and updating 
assets in the DoD Vulnerability Management System (VMS). 
 
This STIG covers configuration requirements for BES Version 4.1.7 to 5.0.1 and BlackBerry 
Handheld Software Versions 4 to 5.  (Note:  Some security features expected in BES 5.1, to be 
released in mid to late 2010, are also discussed.)   
 
This STIG has the minimum “baseline” BlackBerry security guidance for DoD.  Combatant 
Commanders/Services/Agencies (CC/S/A) may direct more secure configuration settings based 
on operational requirements.  
 
NOTE:  The phrase Critical Information will be used throughout this document to bring 
attention to a critical item of information related to the operation, performance, or security of the 
BlackBerry system. 
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Critical Information:  Many BlackBerry system security controls (i.e., security checks) are 
dependent on other security controls.  For example, there are several CAT I BlackBerry security 
controls that would be less effective if other CAT II or CAT III security controls are not 
implemented.  BlackBerry system security posture could be significantly weakened if only CAT 
I security controls were implemented or some CAT II or CAT III security controls were not 
implemented due to the inter-dependency among many security controls.  It is the intent of this 
STIG that all BlackBerry security controls must be implemented.  See Section 1.4 for further 
information on severity categories and their definitions. 
 
For our North Atlantic Treaty Organization (NATO) customers using this document:  
 
The term “classified” used in this document refers to the United States (US) Government 
classifications of Confidential, Secret, and Top Secret.  NATO BlackBerry deployments are 
permitted to carry information bearing a NATO classification of “NATO Restricted” and should 
be treated in a similar manner as the US Government information marked Unclassified//For 
Official Use Only (U//FOUO).  The security guidance provided in this document can be directly 
applied to NATO BlackBerry deployments with the understanding that “NATO Restricted” 
information should not be equated to US Government-defined “classified” information. 
 
1.2 Authority 

DoD Directive (DoDD) 8500.1 requires that “all IA and IA-enabled IT products incorporated 
into DoD information systems shall be configured in accordance with DoD-approved security 
configuration guidelines” and tasks Defense Information Systems Agency (DISA) to “develop 
and provide security configuration guidance for IA and IA-enabled IT products in coordination 
with Director, NSA.”  This document is provided under the authority of DoDD 8500.1. 
 
Although the use of the principles and guidelines in this STIG provide an environment that 
contributes to the security requirements of DoD systems operating at Mission Assurance 
Categories (MACs) I through III, applicable DoD Instruction (DoDI) 8500.2 Information 
Assurance (IA) controls need to be applied to all systems and architectures. 
 
The Information Operations Condition (INFOCON) for the DoD recommends actions during 
periods when a heightened defensive posture is required to protect DoD computer networks from 
attack.  The IAO will ensure compliance with the security requirements of the current INFOCON 
level and will modify security requirements to comply with this guidance.   
 
The Joint Task Force - Global Network Operations (JTF-GNO) has also established requirements 
(i.e., timelines) for training, verification, installation, and progress reporting.  These guidelines 
can be found on their web site:  https://www.jtfgno.mil.   
 
Initially, these directives are discussed and released as Warning Orders (WARNORDs) and 
feedback to the JTF-GNO is encouraged.  The JTF-GNO may then upgrade these orders to 
directives; they are then called Communication Tasking Orders (CTOs).  It is each organization's 
responsibility to take action by complying with the CTOs and reporting compliance via their 
respective Computer Network Defense Service Provider (CNDSP). 
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1.3 Scope 

This document is a requirement for all DoD-administered systems and all systems connected to 
DoD networks.  These requirements are designed to assist SMs, Information Assurance 
Managers (IAMs), IAOs, and SAs with configuring and maintaining security controls.  This 
guidance supports DoD system design, development, implementation, certification, and 
accreditation efforts. 
 
NOTE:  This BlackBerry STIG Overview includes two Personal Digital Assistant 
(PDA)/Personal Electronic Device (PED) checks (WIR0855 and WIR0860) that provide security 
controls for connecting PDAs to personal computers (PCs) via the Universal Serial Bus (USB) 
connector and for the use of removable memory devices (e.g., MicroSD card) in PDAs.  These 
checks are based on JTF-GNO CTO 10-004A Removable Flash Media device implementation 
within and between Department of Defense (DoD) networks.  
 
1.4 Vulnerability Severity Code Definitions 

Severity Category Codes (referred to as CAT) are a measure of risk used to assess a facility or 
system security posture.  Each security policy specified in this document is assigned a Severity 
Code of CAT I, II, or III.  Each policy is evaluated based on the probability of a realized threat 
occurring and the expected loss associated with an attack exploiting the resulting vulnerability.   

Table 1-1.  Vulnerability Severity Category Code Definitions 

 DISA/DIACAP Category 
Code  

Guidelines 

Examples of DISA/DIACAP Category Code 
Guidelines  

CAT 
I 

Any vulnerability, the 
exploitation of which will, 
directly and immediately result 
in loss of Confidentiality, 
Availability or Integrity.  An 
ATO will not be granted while 
CAT I weaknesses are present.  
Note: The exploitation of 
vulnerabilities must be 
evaluated at the level of the 
system or component being 
reviewed.  A workstation for 
example, is a stand alone 
device for some purposes and 
part of a larger system for 
others.   Risks to the device are 
first considered, then risks to 
the device in its environment, 
then risks presented by the 
device to the environment.  All 

Includes BUT NOT LIMITED to the following 
examples of direct and immediate loss:  
1. May result in loss of life, loss of facilities, or 

equipment, which would result in mission 
failure. 

2. Allows unauthorized access to security or 
administrator level resources or privileges.  

3. Allows unauthorized disclosure of, or access 
to, classified data or materials.   

4. Allows unauthorized access to classified 
facilities. 

5. Allows denial of service or denial of access, 
which will result in mission failure.  

6. Prevents auditing or monitoring of cyber or 
physical environments.  

7. Operation of a system/capability which has 
not been approved by the appropriate 
Designated Accrediting Authority (DAA).  

8. Unsupported software where there is no 
documented acceptance of DAA risk. 
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 DISA/DIACAP Category 
Code  

Guidelines 

Examples of DISA/DIACAP Category Code 
Guidelines  

risk factors must be considered 
when developing mitigation 
strategies at the device and 
system level.  

CAT 
II 

Any vulnerability, the 
exploitation of which, has a 
potential to result in loss of 
Confidentiality, Availability or 
Integrity.  CAT II findings that 
have been satisfactorily 
mitigated will not prevent an 
ATO from being granted. 
 
Note: The exploitation of 
vulnerabilities must be 
evaluated at the level of the 
system or component being 
reviewed.  A workstation for 
example, is a stand alone 
device for some purposes and 
part of a larger system for 
others.   Risks to the device are 
first considered, then risks to 
the device in its environment, 
then risks presented by the 
device to the environment.  All 
risk factors must be considered 
when developing mitigation 
strategies at the device and 
system level. 

Includes BUT NOT LIMITED to the following 
examples that have a potential to result in loss: 
 
1. Allows access to information that could lead 

to a CAT I vulnerability.  
2. Could result in personal injury, damage to 

facilities, or equipment which would degrade 
the mission. 

3. Allows unauthorized access to user or 
application level system resources.  

4. Could result in the loss or compromise of 
sensitive information. 

5. Allows unauthorized access to Government or 
Contractor owned or leased facilities.   

6. May result in the disruption of system or 
network resources that degrades the ability to 
perform the mission. 

7. Prevents a timely recovery from an attack or 
system outage. 

8. Provides unauthorized disclosure of or access 
to unclassified sensitive, personally 
identifiable information (PII), or other data or 
materials. 

CAT 
III 

Any vulnerability, the existence 
of which degrades measures to 
protect against loss of 
Confidentiality, Availability or 
Integrity.  Assigned findings 
that may impact IA posture but 
are not required to be mitigated 
or corrected in order for an 
ATO to be granted. 

Note: The exploitation of 
vulnerabilities must be 
evaluated at the level of the 

Includes BUT NOT LIMITED to the following 
examples that provide information which could 
potentially result in degradation of system 
information assurance measures or loss of data: 
1. Allows access to information that could lead 

to a CAT II vulnerability.  
2. Has the potential to affect the accuracy or 

reliability of data pertaining to personnel, 
resources, operations, or other sensitive 
information. 

3. Allows the running of any applications, 
services or protocols that do not support 
mission functions. 
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 DISA/DIACAP Category 
Code  

Guidelines 

Examples of DISA/DIACAP Category Code 
Guidelines  

system or component being 
reviewed.  A workstation for 
example, is a stand alone 
device for some purposes and 
part of a larger system for 
others.   Risks to the device are 
first considered, then risks to 
the device in its environment, 
then risks presented by the 
device to the environment.  All 
risk factors must be considered 
when developing mitigation 
strategies at the device and 
system level. 

4. Degrades a defense in depth systems security 
architecture. 

5. Degrades the timely recovery from an attack 
or system outage. 

6. Indicates inadequate security administration.  
7. System not documented in the sites C&A 

Package/System Security Plan (SSP). 
8. Lack of document retention by the 

Information Assurance Manager (IAM) (i.e., 
completed user agreement forms). 

 
For wireless systems and devices, policies are classified as CAT I if failure to comply may lead 
to an exploitation which has a high probability of occurring, does not require specialized 
expertise or resources, and leads to unauthorized access to sensitive information (e.g., 
Classified).  Exploitation of CAT I vulnerabilities allows an attacker physical or logical access to 
a protected asset, allows privileged access, bypasses the access control system, or allows access 
to high value assets (e.g., Classified). 
   
Exploitation of CAT II vulnerabilities also leads to unauthorized access to high value 
information; however, additional sophistication, information, or multiple exploitations are 
needed.  Exploitation of CAT II vulnerabilities provides information that have a high potential of 
allowing access to an intruder but requires one or more of the following:  Exploitation of 
additional vulnerabilities, exceptional sophistication or expertise, or does not provide direct or 
indirect access to high value information (e.g., Classified).   
 
A wireless policy with a CAT III severity code requires unusual expertise, additional 
information, multiple exploitations, and does not directly or indirectly result in access to high 
value information.  Exploitation of CAT III vulnerabilities provides information that potentially 
could lead to compromise but requires additional information or multiple exploitations, and does 
not provide direct access to high value information (e.g., Classified).     
 
1.5 STIG Distribution 

Parties within the DoD and Federal Government's computing environments can obtain the 
applicable STIG from the Information Assurance Support Environment (IASE) web site.  This 
site contains the latest copies of any STIGs and Checklists, scripts, and other related security 
information.  The Non-classified Internet Protocol Router Network (NIPRNet) Uniform 
Resource Locator (URL) for the IASE site is http://iase.disa.mil/.   

http://iase.disa.mil/
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1.6 Document Revisions 

Comments or proposed revisions to this document should be sent via e-mail to the following 
address:  fso_spt@disa.mil.  DISA Field Security Operations (FSO) will coordinate all change 
requests with the relevant DoD organizations before inclusion in this document.  For technical 
assistance, contact Research In Motion (RIM) Customer Support via email at 
help@blackberry.net or  via telephone at 1-877-255-2377.  Note that a T-Support account 
number may be required by RIM. 
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2. BLACKBERRY COMPLIANCE REQUIREMENTS 
 
2.1 Wireless General Policy STIG  
General wireless policy requirements are listed in the Wireless General Policy STIG and are 
applicable to all wireless systems used in the DoD.  Review Wireless Policy checks for all 
wireless devices (Classified or Unclassified) that are used to process, transmit, store, or connect 
to DoD information or enclave resources.   
 
For VMS users:  These policies are listed in VMS under the Non-Computing Assets, Wireless 
Policy asset posture.  The reviewer should create one non-computing asset for the site 
BlackBerry system (e.g., Fort Smith BlackBerry System). 
 
2.2 BlackBerry Handheld STIG 

BlackBerry handheld security controls are listed in the BlackBerry Handheld STIG. 
 
For VMS users:  The BlackBerry handheld asset is found under Computing-Assets.  Follow 
instructions in Appendix D for registering BlackBerry handheld assets. 
 

Critical Information:  When performing a BlackBerry security review at a site that only has 
BlackBerry handhelds (the BES is located at another location), register one BlackBerry network 
asset (Non-Computing) and one or more BlackBerry handhelds (Computing assets) in VMS. 
 
2.3 BlackBerry Enterprise Server STIG 

BES security controls are listed in the BlackBerry Enterprise Server STIG. 
 
For VMS users:  BES assets are found under Computing-Assets.  Follow instructions in 
Appendix D for registering BES assets. 
 
Figures 2-1 and 2-2 are examples of STIG-compliant BlackBerry system architectures and are 
referred to in one or more checks in the BlackBerry Enterprise Server STIG. 
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Figure 2-1.  Example BlackBerry Network Architecture 
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Figure 2-2.  Segmented BlackBerry Network Architecture 
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3. BES AND BLACKBERRY DEVICE SECURITY INFORMATION 

3.1 Creating IT Policies 
Information Technology (IT) policies are a collection of rules that are used by BES to define 
how e-mail is handled and what functions are available on the BlackBerry device.  There are 
over 500 possible policy rules, which are grouped into over 40 policy groups.  Table 1, in the 
BlackBerry STIG Configuration Tables document, lists BES IT Policy rules in the order listed in 
the BES and lists all required and optional BlackBerry IT policy rule settings.  Table 2, in the 
BlackBerry STIG Configuration Tables document, lists device settings related to the security of 
the BlackBerry handheld. 
 
All users must be assigned to a STIG-compliant IT policy where all “required” rules are 
configured as shown in Table 1.   
 
NOTE:  It is recommended that DoD sites/agencies use the DISA-developed, STIG-compliant, 
IT policy import file to configure the site’s/agency’s BES IT policy.  After importing the file, 
sites can configure “optional” rules to meet site unique requirements.  For BES Version 4.1.x and 
BES Version 5.x, use the BlackBerry IT Policy Import and Export Tool found in the BlackBerry 
Resource Kit.  Be aware that the IT Policy Import and Export Tool for BES 4.1.x is different 
from the tool for BES 5.x, although they have the same file name.  Also, notice that the “Import 
IT Policy list” and “Export IT Policy list” features in BES 5.x will not import or export 
individual IT policy files.  See Appendix F for procedures for importing a preconfigured IT 
Policy import file onto BES 5.x. 
 

Critical Information:  It is recommended that the BES “Policy Resend Interval” be set to 
either “0,” or more than 24, so that users do not receive “IT Policy has been updated” messages 
on a frequent basis.  This setting can be found at: 
 
− For BES 4.1.x:  BlackBerry Manager > Select the BES server >Edit Properties > IT Admin. 

− For BES 5.x:  BAS > Servers and components > BlackBerry solution topology > BlackBerry 
Domain > Component view.  In the Policy section, click on an instance.  Click Edit instance.  
Go to the General section. 

 
Critical Information:  On BES 5.x, when the "ITPolicyImportExport" tool is used to import an 

IT policy, it does not update the list of IT policies on the BlackBerry Administration Service 
(BAS) immediately by default.  However, on the Manage IT policies window, if you select the 
option to "Set priority of IT polices", then select "Save" without making any changes, it should 
force the BAS to immediately update the IT policy list. 
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3.2 BlackBerry Application Security 

3.2.1 Overview 
Industry, the Federal Government, and DoD agencies are viewing mobile devices as extensions 
of the desktop computer, both providing access to the same applications and services.  RIM has 
released a number of tools for developing business, productivity, and entertainment applications 
and has added new capabilities to BlackBerry MDS Services for managing and securing 
applications and content servers located behind the enclave firewall.  In addition, many new 
BlackBerry applications are now available through the BlackBerry App World portal. 
 
Almost any application or service that DoD BlackBerry users can access on their office PCs can 
be accessed from their BlackBerry device, including Lotus Sametime Connect, Jabber Instant 
Messenger, and Remedy Trouble Tickets.  Also, applications can be quickly developed for most 
DoD business processes for the BlackBerry, such as weapon inventory management, flight line 
maintenance procedure checklists, and Temporary Duty (TDY) expense tracking. 
 
In general, there are four types of BlackBerry applications listed as follows: 
 
1. BlackBerry Core applications (developed and signed by RIM): 

− Cannot be controlled by the "Disable download of 3rd Party applications" IT policy rule.  
− Cannot be controlled by an application control policy. 
− Users have the capability to download and install BlackBerry core applications (for 

example, BlackBerry Handheld Software Version 4.5), if application loader is installed 
on their PC. 

− Can access data and resources on the BlackBerry. 
− Can access both public, controlled, and private Application Program Interfaces (APIs) on 

the BlackBerry. 
− Can access low-level hardware interfaces. 

 
2. Core Value Added applications (developed by RIM for a vendor and signed by RIM): 

− Cannot be controlled by the "Disable download of 3rd Party applications" IT policy rule. 
− Some Core Value Added applications are controlled under the RIM Value-Added 

Applications policy group. 
− Some Core Value Added applications have a specific IT policy group developed to 

control their use (for example, Document-to-Go). 
− Other Core Value Added applications are controlled via the IT policy rules in the 

Security Policy group (such as, social networking, photo sharing, etc.). 
− All other Core Value Added applications can be controlled by an application control 

policy. 
− Can access data and resources on the BlackBerry (access controlled via an application 

control policy). 
− Can access both public and controlled APIs on the BlackBerry, but not private APIs. 
− Cannot access low-level hardware interfaces. 

 
3. Signed third-party developed applications (developed by a vendor and signed by a key the 

vendor gets from RIM):  
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− Can be controlled by the "Disable download of third-party applications" IT policy rule. 
− Can be controlled by an application control policy.  
− Can access data and resources on the BlackBerry (access controlled via an application 

control policy). 
− Can access both public and controlled BlackBerry APIs, but not private APIs. 
− Cannot access low-level hardware interfaces. 

 
4. Unsigned third -party developed applications (developed by a vendor and are not signed by a 

RIM key):  
− Can be controlled by the "Disable download of third-party applications" IT policy rule. 
− Can be controlled by an application control policy.  
− Can access data and resources on the BlackBerry (access controlled via an application 

control policy). 
− Can access public BlackBerry APIs. 
− Cannot access controlled BlackBerry APIs. 
− Cannot access low-level hardware interfaces. 

 
In addition to the applications listed above, wireless carriers can push browser channels or icons 
to a BlackBerry that, when selected, will link the BlackBerry to a web portal. 
 

− The download of browser channels cannot be stopped by IT policy or an application 
control policy.   

− The "Allow Application Download Services" IT policy rule can be used to hide the 
browser service icons so a user cannot access them. 

 
BlackBerry applications can also be characterized as standalone applications, network 
applications, or RIM applications, each with the following characteristics: 
 

− Standalone applications: 
o Installed as a cod file on the BlackBerry 
o Operates within its own sandbox on the BlackBerry 
o Does access data or resources external to the BlackBerry 
o Can access public BlackBerry APIs 
o Can access controlled BlackBerry APIs if application code is signed by a vendor 

key provided by RIM 
− Network applications: 

o Installed as a cod file on the BlackBerry 
o Can access data and resources on the BlackBerry, Intranet, and network enclave 

via the BlackBerry MDS Services via BlackBerry MDS Runtime, BlackBerry 
JAVA Virtual Machine, or BlackBerry Browser 

o Can access public BlackBerry APIs 
o Can access controlled BlackBerry APIs if application code is signed by a vendor 

key provided by RIM 
 
NOTE:  RIM uses the term “Third-Party Application” to designate any application not 
developed by RIM.  Application developers who want to access BlackBerry-controlled APIs that 
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are considered “sensitive” (for example, core and cryptographic APIs) must register their 
application with RIM and have their application signed by a vendor key provided by RIM.  
Applications that have not been signed by a RIM-provided key cannot access controlled 
BlackBerry APIs. 
 
3.2.2 Application Security Controls 
Deploying and using applications and connecting to internal DoD network web services must be 
done in a secure manner so that the security posture of the BlackBerry device and DoD network 
are not compromised.  Security features available for the deployment and use of applications on 
BlackBerry devices and connecting to web services include: 
 

− BlackBerry Internal Protections: 
o Java Virtual Memory (VM) Sandboxing – stops applications from reading 

memory outside of their assigned memory area. 
o Code signing – only applications that have an approved digital signature can run 

on the BlackBerry. 
 

− IT Policy Rules: 
o Enforces a system-wide security policy rule. 
o Takes precedence over an Application Control policy. 
 

− Software Configurations: 
o Used to configure an Application White List, which assigns a “Deny by Default” 

policy for RIM Value-Added applications and third-party applications. 
o Used to define which applications are allowed or restricted. 
o Used to assign an application control policy to an application if the application is 

allowed. 
o Used to designate applications as required, optional, or not permitted.  The 

download and installation of required applications cannot be stopped by a user.  
Not permitted applications cannot be downloaded and installed.  A user has the 
option to download and install optional applications.  

 
− Application Control Policy: 

o Assigns a default policy to all applications unless a per-application policy is 
created and assigned to specific applications. 

o Defines application access to BlackBerry resources (such as USB connector, 
Global Positioning System (GPS), Internet, Address Book, phone, Bluetooth 
radio, BlackBerry key store, Intranet connections, etc.). 

o Defines if an application is allowed to be installed on site managed BlackBerry 
devices. 

 
− BlackBerry MDS Integration Service Device Policies: 

o Used to control access to back-office application and content servers. 
o Used to control how users access and use BlackBerry MDS Runtime Applications 

on their BlackBerry devices. 
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− Common Access Card (CAC) Authentication for Servers: 
o Back-office enclave applications and content servers that are accessed by 

BlackBerry users should be configured to require digital certificate based 
authentication (such as a CAC) of BlackBerry users. 

 
− BES Host-based Firewall: 

o The firewall should be configured to deny access to all Internet Protocol (IP) 
addresses, unless explicitly approved. 

o Allows access to only DAA-approved enclave applications and content servers by 
implementing IP address access control on the firewall.  For example, the IP 
address of the enclave web proxy would be allowed so the BlackBerry browser 
can connect to the web proxy. 

 
− Distribution of Applications: 

o Applications installed on BlackBerry devices should be distributed only under 
direct control of the BlackBerry administrator during initial provisioning of the 
BlackBerry, pushing software configurations to site-managed BlackBerry devices, 
or setting up a DoD-managed and secured application repository where users can 
browse to download approved applications. 

 
− Security for Push Applications and Web Servers: 

o When push applications or web servers located in the enclave are used to push 
application data and content to site-managed BlackBerry devices, trusted 
connections must be set up between the application and the BlackBerry MDS 
Connection Service.  (A trusted server is a server that has its digital certificate 
stored in the BES key store.  See Chapter 9, page 65 – 67, of the Administration 
Guide, BlackBerry Enterprise server for Microsoft Exchange, Version 4.1 Service 
Pack 6 for more information.)   

 
3.2.3 Strategy for Secure Deployment and Management of BlackBerry Applications 
 

Critical Information:  The following steps should be used by DoD sites for the secure 
deployment and management of BlackBerry applications: 
 

1. Determine which applications are needed by users.   
2. Test each application to ensure there are no unexpected impacts on site IT resources, 

including the BlackBerry system, when using the application. 
3. Get DAA (or designee) approval to use each application (required for non-core or non-

baseline BlackBerry applications). 
4. Determine what BlackBerry device resources each application requires access to (e.g., 

Internet, microphone, speaker, map application, etc.). 
5. Set up one or more Application White List software configurations on the BES (denies 

access to all applications unless specifically approved).  (See Section 3.2.5.2 for detailed 
instructions.)  This step will expressly approve the use of applications on the BES and set 
up security controls for each application. 
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6. Set up IT policy rules to expressly allow or deny the use of applications (allow use only if 
needed), and then assign the IT policy to users or groups of users. 

 
NOTE:  Do not allow access to the BlackBerry Application Center (BlackBerry App World) 
by DoD BlackBerry users.  Approved applications should only be installed under the control 
of the BlackBerry administrator or downloaded from a DoD-controlled application portal.  
(Access to the BlackBerry Application Center is disabled in the STIG-compliant IT policy.) 

 
3.2.4 Strategy for Secure Connections to Back-Office Servers 
 

Critical Information:  The following steps should be used by DoD sites for the secure access 
to back-office application and content servers: 

 
1. Determine which back-office application and content servers users need to connect to.  

This list should include the enclave web proxy, which is required for the BlackBerry 
browser.  

2. Get DAA (or designee) approval. 
3. Determine the IP address of each application and content server. 
4. For each server the user will log into, verify the server supports user-based CAC 

authentication and has been configured for user authentication. 
5. Configure the BES host-based firewall rule to deny all unless expressly allowed.  Add the 

IP address of all approved back-office application and content servers to the list of 
allowed services. 

6. Configure BlackBerry devices to authenticate with application and web servers directly.   
7. Create a key store on the BES so the BlackBerry MDS Connection Service can accept 

Hypertext Transfer Protocol Secure (HTTPS) connections from trusted push 
application/web servers.   

8. Configure the BlackBerry MDS Connection Service to disable connections from 
untrusted push application/web servers.   

9. Configure the BlackBerry MDS Connection Service to use Online Certification Status 
Protocol (OCSP) to retrieve the status of certificates of web servers.   

10. If push application or content servers are being used, set up a trusted connection between 
the push server and the BES.   
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3.2.5 Setting Up Application Security Controls 

3.2.5.1  IT Policy Controls 

The following BES IT policy rules are used to control applications on the BlackBerry (the 
required or recommended DoD configuration is listed after each policy): 
 

 Allow External Connections 
o Required BlackBerry Enterprise Server STIG setting:  FALSE 

 Allow Internal Connections 
o Recommended BlackBerry Enterprise Server STIG setting:  TRUE 

 Allow Third-Party Apps to Use Serial Port 
o Recommended BlackBerry Enterprise Server STIG setting:  FALSE 

 
3.2.5.2  Setting Up an Application White List Software Configuration 

An Application White List is a BES feature that controls which applications can be installed on 
site-managed BlackBerry devices.  More specifically, an Application White List is used to 
specify which applications are required on all BlackBerrys, specific individual BlackBerrys, or 
groups of BlackBerrys.  In addition, an Application White List is used to control allowable 
actions of approved applications and access to BlackBerry resources (e.g., microphone, browser, 
key store, other application data, USB port, etc.).     
 

Critical Information:  To create an Application White List on BES 4.1.x, perform the 
following steps: 

1. Set up an index of approved third-party applications on the BES.  Follow the instructions 
in Task 1 of BlackBerry Document KB05392 found at 
http://blackberry.com/btsc/KB05392. 

Task 1: Index the third-party applications 

− On the computer that is hosting the BES, go to C:\Program Files\Common 
Files\Research In Motion\Shared.  

− Create a folder called applications.  

− NOTE:  If you cannot create this folder on the computer that is hosting the BES, 
install the BlackBerry Desktop Software. 

− In the applications folder, create a folder called <my_applications_name>.  

− Copy the BlackBerry smartphone installation files (the .alx and .cod files) to the 
<my_applications_name> folder.  

− To index the applications listed in this folder, open a command prompt and type cd 
C:\Program Files\Common Files\Research In Motion\AppLoader.  

− Type Loader.exe /index and press Enter.  
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− Share the C:\Program Files\Common Files\Research In Motion\ folder on the network 
as Read-only.  

NOTE:  If you want to add new software to the indexed software list, run the Loader.exe 
/index command again to list the software in the software configuration screen. 

2. Create both a Disallowed Application and Required Application Application Control 
Policy as shown in Figures 3-1 and 3-2, respectively.  The Disallowed Application 
Application Control Policy is used to deny access (stops the installation and execution) of 
a specific application or group of applications.  The Required Application Application 
Control Policy is used to force the installation of a specific application or group of 
applications.   

 
Figure 3-1.  “Disallowed Application” Application Control Policy 
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Figure 3-2.  “Required Application” Application Control Policy 
 

3. If a site anticipates that users will have the option to install or not install some 
applications approved for use, than one or more Optional Application Application 
Control Policies should be created, as shown in Figure 3-3.  The Application Control 
Policies must be compliant with the settings specified in Table 4 in the BlackBerry STIG 
Configuration Tables document.   
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Figure 3-3.  “Optional Application” Application Control Policy 

 

4. The site may need to create unique Application Control Policies for specific applications 
if an application requires specific settings in the Application Control Policy to execute 
properly or if an application’s access to specific BlackBerry resources needs to be 
restricted.  Figures 3-4 and 3-5 show the Application Control Policy required for Google 
Maps to run correctly (for versions of Google Maps prior to version 3.2.1.  The 
Application Control Policies must be compliant with the settings specified in Table 4 in 
the BlackBerry STIG Configuration Tables document.  
 
NOTE:  Figure 3-6 shows a list of the Application Control Policies discussed in steps 2 
to 4. 
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Figure 3-4.  Application Control Policy for Google Maps – 1 
 

 
 

Figure 3-5.  Application Control Policy for Google Maps - 2 
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Figure 3-6.  List of Application Control Policies on BES 
 

5. Create an Application White List Software Configuration for each group of users that 
will be assigned the same group of applications (as shown in Figure 3-7).  When setting 
up each Software Configuration, the “Device Software Location” is the location of the 
applications folder set up in Step 1.   
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 \\Ser erName\Director Share

 

 

 

 

 

 

 

 

 

 
 

Figure 3-7.  Assigning Application Control Policies 
 

Here are several examples of how to categorize Application White List Software 
Configurations: 

− Site A creates an Application White List Software Configuration for all users 
authorized to use Google Maps and Instant Messaging (IM) and another software 
configuration for users not authorized to use these applications. 

− Site B creates separate Application White List software configurations for the 
Command Staff, S-1, S-2, and S-3, since each group will be using a different set 
of mission applications. 

− Assign a name to each Application White List Software Configurations that has 
been created so it can be easily identified (for example, Command Staff 
Application White List, DISA FSO Application White List, etc.). 

Follow the instructions in Task 2 of the BlackBerry Document KB05392 found at 
http://blackberry.com/btsc/KB05392 for setting up a software configuration. 
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Task 2: Create the software configuration 

− Complete one of the following tasks:  Open BlackBerry Manager and select the 
Software Configurations tab.  

− In the Common tasks menu, click Add New Configuration.  

− Name the new configuration.  

− In the Handheld Software Location or the Device Software Location field, specify 
the shared directory described in Distribution of Applications paragraph of section 
3.3.2.  All indexed software is listed under the Application Name section.  

NOTE:  A local drive cannot be chosen for this step.  Use the 
\\<servername>\<sharename> format instead. 

6. Assign the Disallowed Application Application Control Policy to the Application 
Software group in each software configuration created in Step 5 (as shown in Figure 3-6). 

− In the Device Software Configuration window, click the Policy drop-down list and 
select the Disallowed Application policy.  

NOTE:  This prevents all software from being installed on a specified BlackBerry 
smartphone.  Any restricted software that is currently installed on a BlackBerry 
smartphone will be automatically removed by this software policy.  

7. For each application listed under the Application Software group (for each software 
configuration), do one of the following (to view all software that has been indexed, 
expand the Application Software heading): 

− Do not change the default assigned Application Control Policy:  “Disallowed 
Application.”  Users will not be able to download this application. 

− Assign the Required Application Application Control Policy to the application.  
The application will be automatically installed on the BlackBerry. 

− Assign an application-specific Application Control Policy to one or more 
applications. 

− Assign an Optional Application Application Control Policy. 

8. Assign an Application White List software configuration to each BlackBerry user or 
group that is managed by the BES.  

− Select the BlackBerry smartphone user or the BlackBerry smartphone user group.  

− Under Device Management, in the Tasks list, select Assign Software 
Configuration.  
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− On the Select a software configuration screen, select the software configuration 
and click OK.  

NOTE:  The software configuration allows multiple BlackBerry smartphone users to 
be selected when assigning the configuration.  To select multiple BlackBerry 
smartphone users, press the Ctrl key or the Shift key. 

9. After a software configuration is assigned to a user, it will be automatically deployed to 
the user’s BlackBerry in about 4 hours unless “Deploy Now” is selected. 

10. Verify the delivery of the software configuration.  
  

Critical Information:  To create an Application White List software configuration on BES 5.x, 
see Appendix F for required procedures. 
After a software configuration is assigned to a user, it will be automatically deployed to the 
user’s BlackBerry in about 4 hours unless “Deploy Now” is selected.  BlackBerry SAs should 
verify the delivery of the software configuration.  
 
3.2.5.3  Security Controls for Non-Core BlackBerry Applications 

An application control policy should be set up for any application that is not a “baseline” or core 
BlackBerry application that is a component of the basic software load of the BlackBerry 
Handheld Software.  (NOTE:  Carrier applications (such as AT&T Maps) are not considered as 
baseline or core BlackBerry applications.)   
 
The following is a list of the most common baseline or core BlackBerry applications and do not 
require an application control policy: 
 

 BlackBerry core applications: 
o Alarm 
o Address Book 
o BlackBerry System Software 
o BlackBerry Attachment Service 
o BlackBerry Messenger 
o BlackBerry Sample Video 
o Browser 
o Calculator 
o Calendar 
o Camera 
o DoD Root Certificates 
o Help 
o MemoPad 
o Messages 
o Password Keeper 
o Phone 
o Tasks 

 BlackBerry Maps 
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 BlackBerry Secure/Multipurpose Internet Mail Extensions (S/MIME) Support 
 BlackBerry Smart Card Reader 
 Certificate Search 
 Documents To Go 
 DoD Root Certificates 
 E-mail Setup Application 
 General Services Administration (GSA) CAC Smart Card Support 
 Media 
 Personal Identity Verification (PIV) Driver 
 Push to Talk 
 Search 
 Send Voice Note 
 Text Telephone (TTY) Support 
 Voice Dialing 
 Voice Notes Recorder 
 BlackBerry Games included in the Core BlackBerry software (if approved by DAA): 

o BrickBreaker 
o Klondike 
o Poker Blast 
o Sudoku 
o Texas Hold’Em 
o Word Mole 

 
All application control policy rules should be set to “Not Permitted” by default and set to 
“Allowed” or “Prompt User” if required for application operation.  Only properties required by 
each application should be allowed (e.g., access to the Internet, microphone, etc.).   
 
3.3 Configuring BlackBerry MDS Services Security 
The BlackBerry MDS Services is a component of the BES and consists of two services:  
BlackBerry MDS Connection Service and BlackBerry MDS Integration Service.  The 
BlackBerry MDS Connection Service enables users to access the Internet, an organization’s 
Intranet, and to connect to application and content servers located on the enclave network.  The 
BlackBerry MDS Integration Service provides application-level integration for BlackBerry® 
MDS Runtime Applications on BlackBerry devices.  Key BlackBerry MDS Services security 
issues are authentication of the BlackBerry user, access control to only authorized services and 
connections, and encryption of data between the BlackBerry device and the MDS or 
data/application server.  
 
NOTE:  Before configuring the BlackBerry MDS Services, determine which DoD servers, 
Intranet sites, Internet web services, and applications will be accessible to device users.   
 
Figure 3-8 shows how BlackBerry MDS Runtime applications, JAVA applications, and 
BlackBerry browser applications can be used to provide connections to enclave applications and 
content servers via the BlackBerry MDS Services.   
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Figure 3-8.  BlackBerry Connections to Enclave Servers 

 
3.3.1 Configuring BlackBerry Authentication to Web Servers 
When connections to enclave applications and content servers are set up in a DoD enclave, the 
following BES configurations are required: 
 

− Configure BlackBerry devices to authenticate with application and web servers directly.  
Setting up the BlackBerry MDS Connection Service to authenticate with application/web 
servers on behalf of the BlackBerry user is not permitted because the BlackBerry MDS 
Connection Service does not support either NTLMv3 or CAC/certificate-based 
authentication.  Set the Support HTTP Authentication configuration to False. 

   
− Create a key store on the BES so the BlackBerry MDS Connection Service can accept 

HTTPS connections from trusted push application/web servers.  
  

− Configure the BlackBerry MDS Connection Service to disable connections from 
untrusted push application/web servers.  Set the Allow Untrusted HTTPS Connections 
configuration to False and set the Allow Untrusted TLS Connections configuration to 
False).  See Page 68 of the BlackBerry Admin Guide v4.1.6 for detailed instructions. 

 
− Configure the BlackBerry MDS Connection Service to use OCSP to retrieve the status of 

certificates of web servers.  See Figure 3-12 in this document for the required OCSP 
configuration. 

 
3.3.2 Data Encryption   
When data is sent between the BlackBerry MDS Connection Service and the BlackBerry device, 
it is encrypted using the same data encryption processes that are used to encrypt wireless e-mail 
between the BES and the BlackBerry device.  In addition, Secure Sockets Layer (SSL) or 
Transport Layer Security (TLS) encryption can be enabled for those application servers that 
require secure connections. 
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3.3.3 BlackBerry MDS Connection Service Properties 
The following tables and figures show security-related BlackBerry MDS Connection Service 
properties and required or optional configuration settings for these properties. 
 
HTTP Properties 

Table 3-1.  HTTP Properties 

HTTP Properties 
Setting MDS Property Required Optional 

Support HTTP Authentication FALSE  
Authentication Timeout  3600000 
Support HTTP Cookie storage  FALSE 
HTTP handheld connection timeout 
(milliseconds) 

 120000 

HTTP server connection timeout 
(milliseconds) 

 120000 

Maximum number of redirects  5 
 
Proxy Properties 

Table 3-2.  Proxy Properties 

Proxy Properties 
Setting MDS Property Required Optional 

Proxy Mappings  Specify 
required 

mappings 
 
TLS/HTTPS Properties 

Table 3-3.  TLS and HTTPS Properties 

TLS and HTTPS Properties 
Setting MDS Property Required Optional 

Allow Untrusted HTTPS 
Connections 

 FALSE 

Allow Untrusted TLS 
Connections 

 FALSE 
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Logs Properties 

Table 3-4.  Log Properties 

Logs Properties 
Setting MDS Property Required Optional 

Logging Level Detail  HTTP logs, TLS Logs 
 
NOTE:  A sound best practice is for each site to keep logs for 30 days.  Logs can be kept 7 days 
or less on the BES and then archived offline. 
 
Certificate Revocation List (CRL) Properties 
 

Critical Information:  The CRL should not be configured on a DoD BES because of the size 
of the CRLs.  OCSP must be configured instead. 
 
CRL Properties                                   Setting (required) 
Use device responder URLs                                             No 
Use certificate extension responder URLs                       No 
 
Figure 3-9 shows an example of the CRL configuration for BES 5.x.  See Appendix G for 
detailed configuration instructions for BES 5.x. 
 

 
Figure 3-9.  CRL Configuration (BES 5.x) 
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Lightweight Directory Access Protocol (LDAP) Properties 
 

Critical Information:  Multiple LDAPs can be defined at the BES level but DoD411 is the 
recommended LDAP in the DoD.  See Figures 3-10 and 3-11.  See Appendix G for detailed 
configuration instructions for BES 5.x. 
 
Name: DoD411 
Service URL: dod411.gds.disa.mil 
Base Query: ou=dod,o=u.s.%20government,c=us 
 
 

 
 

Figure 3-10.  LDAP Configuration (BES 4.1.x) 
 
 

 
 

Figure 3-11.  LDAP Configuration (BES 5.x) 
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OCSP Properties 
 

Critical Information:  OCSP provides certificate validation services for all DoD Public Key 
Infrastructure (PKI)-issued certificates in one location.  Configure as shown in Figure 3-12.  See 
Appendix G for detailed configuration instructions for BES 5.x. 
 
OCSP Properties                                 Setting(required) 
Use device responder URLs                                           Yes 
Use certificate extension responder URLs                      No 
Name: DoD OCSP 
Service URL: http://ocsp.disa.mil 
.   
Configure as shown in Figures 3-12 and 3-13. 
 

 
 

Figure 3-12.  OCSP Configuration (BES 4.1.x) 
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Figure 3-13.  OCSP Configuration (BES 5.x) 
 
3.3.4 BlackBerry MDS Integration Service Security 
The BlackBerry MDS service should not be installed on a DoD production BES since this is an 
application development platform.   
 
3.3.5 BES MDS Connection Service Document Search Security 
The BES MDS Connection service feature that allows BlackBerry users to search the enclave for 
files and documents of interest must be disabled or allowed only for specific approved network 
shares.  (NOTE:  This requirement applies to BES 5.0 and later only.) 
 

Critical Information:  To block access to all network files, the BES admin must use the 
procedures found in Appendix F  or in the BES 5 Admin guide (see the “Managing how users 
access enterprise applications and web content” section). 
 
3.4 S/MIME Configuration 
The BlackBerry S/MIME Support Package provides the capability for users to send and receive 
S/MIME e-mail messages from their BlackBerry devices when S/MIME is enabled on their BES. 
 
Table 1, BlackBerry STIG Configuration Tables, lists all S/MIME-related Required and 
Optional BlackBerry IT policy settings. 
 
For S/MIME Pin-to-Pin messaging (BlackBerry Messenger), perform the following: 

− Set Allow Peer-to-Peer Messages to TRUE. 
− Set Disable Peer-to-Peer Normal Send to TRUE. 
− Have recipient Personal Identification Number (PIN) listed in address book entry. 

 
Critical Information:  The following recommended change should be made to the default 

S/MIME configuration on the BES so that “Signed” messages are not also encrypted by default: 
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− Change "Enable S/MIME Encryption on Signed and Weakly Encrypted Messages" 

from “TRUE” (default setting) to “FALSE.”   
− For BES 4.1.x, this setting can be found at BlackBerry Manager > Select the BES 

server >Edit Properties > Messaging. 
− For BES 5.x, this setting can be found at BAS > Servers and components > BlackBerry 

Solution topology > BlackBerry Domain > Component view.  In the E-mail section, click 
on Edit host instance.  On the Messaging tab, in the Security setting section, configure the 
setting. 

 
3.5 PGP Encryption 
PGP encryption should not be used on DoD BlackBerry systems.  S/MIME is the standard e-mail 
encryption package for DoD BlackBerry systems. 
 
3.6 Managing Encryption Keys 
Both Triple Digital Encryption Standard (3DES) and Advanced Encryption Standard (AES) 
encryptions are available on the BES for securing data between the BES and the BlackBerry 
device, but AES should be selected as the BES encryption algorithm.  BlackBerry devices that 
use BlackBerry Handheld software earlier than version 4.0 do not support the AES algorithm and 
should not be used because required security features cannot be supported. 
 
Selecting Master Key Algorithm 
To select the Master Key on the BES, perform the following steps: 
 
For BES 4.1.x:  

1. In the BlackBerry Manager, right-click on a server and select a BES in left pane. 
2. In the right pane, select Edit Properties. 
3. Select the General tab. 
4. In the Security section, click Encryption Algorithm:  AES or Triple DES and AES. 

 
For BES 5.x: 

1. BAS > Servers and components > BlackBerry Solution topology > BlackBerry Domain > 
Component view. 

2. In the BlackBerry Enterprise Server section, click on a BES instance. 
3. Click Edit Instance. 
4. In the Security information section, in the Encryption algorithm drop-down, select AES 

or Triple DES and AES. 
 

 
Critical Information:  Either “AES” or “Triple DES and AES” are acceptable with “Triple 

DES and AES” as the recommended setting.  The “Triple DES and AES” setting will 
automatically force each BlackBerry device that supports AES to convert to AES encryption 
without requiring the BlackBerry to be reactivated. 
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The following IT policies apply to the selection and protection of Master Keys.  Table 1, 
BlackBerry STIG Configuration Tables, lists all related Required and Optional BlackBerry IT 
policy settings: 

 
− Security policy group 
− Disable 3DES Transport Crypto  
− Force Content Protection of Master Keys 

 
3.7 Maintenance Configuration 

3.7.1 Logging 
BES event logs are a key tool for monitoring BlackBerry system security events and the BES 
should be configured to log system events.  Logs can be configured to record Global events (all 
log files on the BES) or at the component/service level.  BES components include Router, 
Dispatcher, Messaging Agent, Controller, Attachment Service, Synchronization Service, Mobile 
Data Service, Policy Service, and Database. 
 
3.7.2 System Backup 
Full system backups should be performed regularly on BES data to protect the BlackBerry 
system against system data loss or unavailability.  The following BES data should be backed up: 
 

• BES registry settings 
• Log files 
• Attachment service executables and supporting files 
• Microsoft Exchange user mailbox information and hidden BlackBerry files 

 
3.7.3 BES Monitoring Tools 
The BlackBerry Monitoring Service can be used to monitor BES activities on both BES 4.1.x 
and BES 5.x.  Also, the BES Resource Kit for BES 4.1.x has a number of tools for analyzing, 
monitoring, and troubleshooting the BES.  BES SAs should consider using these tools to 
continually monitor the status of BES.   

 
3.8 Content Protection 
Content Protection encrypts data stored on the BlackBerry handheld device using 256-bit AES 
encryption.  The following items are encrypted of the BlackBerry device:  E-mail, Calendar, 
MemoPad, Tasks, Contacts, Auto Text, and BlackBerry Browser. 
 
Content Protection can be enabled either by an IT policy configuration setting or by selecting the 
Content Protection option on the BlackBerry device.  In DoD, Content Protection should be 
enabled via an IT policy configuration setting.   
 

Critical Information:  When using BES Version 4.1.4 and earlier or BlackBerry Handheld 
Software Version 4.4 and earlier, and Content Protection is enabled, the BES SA cannot 
remotely unlock a BlackBerry device and remotely reset the device password, which may be a 
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critical mission requirement at some DoD facilities.  BlackBerry Handheld Software Version 4.5 
and later are only available for 8xxx and higher series of BlackBerrys.  
 
Table 1 in the BlackBerry STIG Configuration Tables document lists the Required and Optional 
BlackBerry IT Policy settings. 
 
3.9 Password Keeper Settings 
Password Keeper is a third-party application provided by RIM that can be installed on the 
BlackBerry handheld device (as shown in Figure 3-14).  This application allows users to create 
and store passwords.  The use of Password Keeper should be reviewed and approved by the local 
DAA.  Passwords are stored using 256-bit AES encryption using the BlackBerry Federal 
Information Processing Standards (FIPS) 140-2 certified encryption module.  Passwords in the 
Password Keeper can be copied and pasted into other applications, but the password is 
unencrypted while it resides in the BlackBerry handheld device clipboard.   
 
When Password Keeper is enabled, the user must configure the application to enforce the 
following rules: 
 

• Require use of an eight or more character password.  
• Set the number of incorrect passwords entered before a device wipe occurs to 10 or less.   
• Change the password at least every 90 days. 

 
 

 
Figure 3-14.  Setting Password Keeper Password 

 
 
 
3.10 Bluetooth Security Settings 
Bluetooth wireless voice and data connections can be established between the BlackBerry 
handheld device and any other device with Bluetooth wireless capabilities.  There are significant 
security issues with Bluetooth; therefore, Bluetooth should only be used as follows: 
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• Voice connection to a Bluetooth cell phone headset is prohibited since there are no 
commercial Bluetooth headsets that meet DoD security requirements currently available.  
Wired hands-free devices should be used at this time.  (NOTE:  DISA FSO is aware of 
one vendor that plans to submit a secure Bluetooth headset for evaluation and DoD 
approval in early 2010.) 

• Data connections for the Bluetooth smart card reader (SCR) (see section 3.11).  Only 
DISA-tested and approved Bluetooth CAC readers may be used. 

• External keyboards that use Bluetooth are prohibited since there are no commercial 
Bluetooth keyboards that meet DoD security requirements currently available.  USB 
keyboards should be used at this time. 

 
Table 1, BlackBerry STIG Configuration Tables, lists the Required and Optional BlackBerry IT 
policy settings. 
 
3.11 Bluetooth Smart Card Reader 
The Bluetooth SCR (or CAC reader) significantly improves the ease of use of CACs with the 
S/MIME Support Package.  When configured properly, the Bluetooth SCR provides a secure 
wireless data connection between the SCR and the BlackBerry device or between the SCR and 
the PC.  (See section 3.18 for information on using the BlackBerry SCR with PCs.) 
 
Table 1 in the BlackBerry STIG Configuration Tables document lists the Required and Optional 
BlackBerry IT Policy settings. 
 
NOTE:  Organizations should set up separate IT policy groups for users that use the Bluetooth 
SCR and for users that do not use the Bluetooth SCR. 
 
3.12 Forcing BlackBerry Device Software Updates 
A critical component of a DoD BlackBerry system security posture is ensuring all BlackBerry 
devices have up-to-date software and application loads on the handheld devices.  Therefore, 
BlackBerry SAs will include rules in each IT policy that users are assigned to accept force 
upgrades to site-managed BlackBerry devices. 
 
The following IT policy applies to software updates on BlackBerry devices.  Table 1 in the 
BlackBerry STIG Configuration Tables document lists the Required and Optional BlackBerry 
IT policy settings. 
 

Desktop Only policy group: 
• Force Load Count 
• Force Load Message  

 
3.13 Firewall Requirements 
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3.13.1 BES Architecture 
DoD security policy requires isolation of the BES host server from the site’s Internal Local Area 
Network (LAN) (also referred to as the Internal Enclave LAN) by installing a host-based firewall 
on the BES host server or installing a firewall between the BES and the Internal Enclave LAN.  
The BES and Exchange Servers must be placed on the same segment of the Internal Enclave 
LAN to facilitate communications.  The BES also needs to communicate with other resources 
(e.g., e-mail, LDAP and OSCP servers, authorized back-office web servers, Simple Object 
Access Protocol (SOAP) web services, and Java 2 Micro Edition (J2ME) applications) which 
may be located in various segments or security domains within the site’s architecture.  The 
following subsection describes the configuration requirements of the host-based firewall located 
on the BES.   
 
NOTE:  It is the responsibility of each site’s IAO to ensure required ports have been registered 
via the DoD Ports, Protocols, and Services Management (PPSM) process. 
 
3.13.2 BlackBerry Host-Based Firewall Non-Segmented Architecture  
In this architecture, all systems used to host BlackBerry services (e.g., e-mail server and LDAP 
server) are protected behind an Internal Enclave firewall and added protection is achieved by use 
of a host-based firewall installed on the BES.  The BES is located directly on the Internal 
Enclave LAN on the same network segment as the Exchange Server.   
 
The Local Gateway Firewall (depicted in Figure 2-1) is an Internal Enclave firewall which 
creates a separate security domain for the site’s Internal Enclave LAN.  Specific firewall rules 
implemented on the BES host-based firewall will vary based on the BES services used.  The 
server will need to communicate with the LDAP server, OSCP, BlackBerry SRP, Exchange 
Server, Microsoft Structured Query Language (SQL) Server, and any other authorized resources 
(e.g., back-office application and content servers) not installed directly on the BES.  Careful 
testing prior to BES deployment will be needed to ensure proper operation while remaining 
compliant with DoD ports, protocols, and services (PPS) policies. 
 
In accordance with DoD policy, the administrator must configure the host-based firewall policy 
to deny unneeded incoming and outgoing ports and services by default.  In addition, connections 
to internal network back-office application and content servers should be blocked except for 
connections to authorized servers by implementing a list of trusted IP addresses.  Furthermore, 
firewall-filtering rules must be documented, security alerts must be monitored, and a firewall 
audit log must be maintained.  The firewall used for this functionality must be robust and have 
the capability to block both incoming and outgoing traffic. 
 
 
 
 
In general, the host-based firewall rules must be configured to implement the following policies: 
 

• Internal traffic from the BES is limited to internal systems used to host the BlackBerry 
services (e.g., e-mail, LDAP servers, and authorized back-office application and content 
servers).  Communications with other services, clients, and/or servers are not authorized. 
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• Internet traffic from the BES is limited to only specified BlackBerry services (e.g., 
BlackBerry SRP server, OCSP, SSL/TLS, HTTP, and LDAP).  All outbound connections 
are initiated by the BlackBerry system and/or service. 

 
Table 3-5 lists the default or standard ports for the needed services used for BES and BlackBerry 
device communications in a segmented network.  Although it is possible to configure 
Transmission Control Protocol (TCP)/User Datagram Protocol (UDP) to use non-standard or 
unregistered ports for these communications, this is not recommended as it will cause 
unexpected results at various internal or external boundaries in the DoD enclave.  
 
NOTE:  Table 3-5 is intended as a starting point and is provided by request of field sites and 
reviewers to facilitate firewall configuration.  Use additional references from RIM, Microsoft, 
and DISA STIGs to tailor the firewall rule configuration to the site’s specific architecture.  

Table 3-5.  Host-Based Firewall Architecture PPS for Non-Segmented Architecture on BES 

Service Protocol Default 
Port Comments 

Outgoing data connections, 
using SRP, to BlackBerry 
Infrastructure. 

TCP 3101 Both the Local Gateway Firewall and the 
Enclave Perimeter firewall outbound 
rules must be configured to allow this 
port outbound to Internet via NIPRNet.   
 
(Must traverse PPS Category 
Assignment List (CAL) boundaries 12, 
10, 6, 4, and 2 when configured in 
compliance with the requirements of this 
checklist.) 

Incoming and outgoing 
connections from the Desktop 
Manager utility installed on a 
PC with the handheld device 
attached.  Used to sync the 
BlackBerry to the BES.  

TCP 4101 Incoming and outgoing connections on 
the Internal Enclave (Intranet) to/from 
the BES (i.e., not outgoing to the 
Internet).   

Incoming and outgoing 
connection to the Microsoft 
SQL server for BlackBerry 
Configuration Database. 

TCP 1433 Needed only if SQL server is on a 
separate server from BES. 
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Service Protocol Default 
Port Comments 

Outgoing connections to the 
Enclave web proxy server. 

HTTP, 
HTTPS 

8080, 
8443 

For BlackBerry browser connections to 
the Internet if permitted by local policy.  
Some sites have opted to place all 
application and web proxy services into 
an Internal Enclave De-militarized Zone 
(DMZ) network.  If the DAA has 
approved access to these applications, 
then the Firewall Administrator will 
update all appropriate firewall rules to 
allow the BES access. 
 
List IP address of the web proxy server 
in the host-based BES firewall list of 
trusted IP addresses and subnets. 

Outgoing connections to 
Enclave application and 
content servers (e.g., J2ME 
servers, SOAP web services, 
and web content servers). 

HTTP, 
HTTPS 

8080, 
8443 

For approved/authorized connections to 
Internal Enclave application servers.  If 
the DAA has approved access to these 
applications, then the Firewall 
Administrator (FA) will update all 
appropriate host-based BES firewall 
rules to allow BES access, including 
listing IP address of the servers in the 
firewall list of trusted IP addresses and 
subnets. 

Outgoing connection to 
trusted OCSP.  

HTTP 80 To obtain PKI certificate information. 

Connections between BES 
and BlackBerry Messaging 
Agent: 
− Incoming data connections 

to the BlackBerry 
Dispatcher. 

− Incoming system log 
connections to the 
BlackBerry Controller. 

 
 

TCP 
 

UDP 

 
 

5096 
 

4070 

 

Outgoing system log 
connections from the 
BlackBerry MDS Connection 
Service to the Simple 
Network Management 
Protocol (SNMP) agent. 

UDP 4071  

Outgoing LDAP connection LDAP 389  
For connections between the BES and the Enclave Microsoft Exchange Server  
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Service Protocol Default 
Port Comments 

Remote Procedure Call (RPC) 
endpoint mapper 

TCP 135  

Microsoft Exchange System 
Attendant service 

TCP 135  

Name Service Provider 
Interface (NSPI) 

TCP 135  

Microsoft Exchange 
Information Store 

TCP 135  

 
3.13.3 Segmented Architecture 
In the segmented network architecture (see Figure 2-2), the BES Router is installed in a DMZ of 
the enclave border firewall.  A host-based firewall must be installed on the servers with the BES 
router and on the BES and configured as described in the Desktop Application STIG.   
 
When the segmented network architecture is used, the host-based firewall on the BES router and 
the DMZ must be configured as shown in Table 3-6. 

Table 3-6.  Host-Based Firewall Architecture PPS for Segmented Architecture on BES 
Router 

Service Protocol Default 
Port  

Comments 

Incoming from the BES 
locked on the enclave. 
 
Outgoing data connections, 
using SRP, to BlackBerry 
Infrastructure. 

TCP 3101 Both the Local Gateway Firewall and 
the Enclave Perimeter firewall 
outbound rules must be configured to 
allow this port outbound to Internet via 
NIPRNet (DoD Network) and inbound 
from the enclave.   
 
(Must traverse PPS CAL boundaries 
12, 10, 6, 4, and 2 when configured in 
compliance with the requirements of 
this checklist.) 

Incoming and outgoing 
connections from the 
Desktop Manager utility 
installed on a PC with the 
handheld device attached.  
Used to sync the 
BlackBerry to the BES.  

TCP 4101 Incoming and outgoing connections on 
the Internal Enclave (Intranet) to/from 
the BES (i.e., not outgoing to the 
Internet).   
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Service Protocol Default 
Port  

Comments 

Outgoing system log 
connections from the 
BlackBerry MDS 
Connection Service to the 
SNMP agent. 

UDP 4071  

 
When the segmented architecture is used, the host-based firewall on BES should be configured 
as shown in Table 3-7. 

Table 3-7.  Host-Based Firewall Architecture PPS for Segmented Architecture on BES 

Service Protocol Default 
Port Comments 

Outgoing data connections 
to the BES router located in 
the DMZ. 

TCP 3101  

Incoming and outgoing 
connections from the 
Desktop Manager utility 
installed on a PC with the 
handheld device attached.  
Used to sync the 
BlackBerry to the BES.  

TCP 4101 Incoming and outgoing connections on 
the Internal Enclave (Intranet) to/from 
the BES (i.e., not outgoing to the 
Internet).   

Incoming and outgoing 
connection to the Microsoft 
SQL server for BlackBerry 
Configuration Database. 

TCP 1433 Needed only if SQL server is on a 
separate server from BES. 

Outgoing connections to the 
Enclave web proxy server. 

HTTP, 
HTTPS 

8080, 
8443 

For BlackBerry browser connections to 
the Internet if permitted by local policy.  
Some sites have opted to place all 
application and web proxy services into 
an Internal Enclave DMZ network.  If 
the DAA has approved access to these 
applications, then the FA will update all 
appropriate firewall rules to allow the 
BES access. 
 
List IP address of the web proxy server 
in the host-based BES firewall list of 
trusted IP addresses and subnets. 
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Service Protocol Default 
Port Comments 

Outgoing connections to 
Enclave application and 
content servers (e.g., J2ME 
servers, SOAP web 
services, and web content 
servers). 

HTTP, 
HTTPS 

8080, 
8443 

For approved/authorized connections to 
Internal Enclave application servers.  If 
the DAA has approved access to these 
applications, then the FA will update all 
appropriate host-based BES firewall 
rules to allow the BES access, including 
listing IP address of the servers in the 
firewall list of trusted IP addresses and 
subnets. 

Outgoing connection to 
trusted OCSP. 

HTTP 80 To obtain PKI certificate information. 

Connections between BES 
and BlackBerry Messaging 
Agent: 
− Incoming data 

connections to the 
BlackBerry Dispatcher. 

− Incoming system log 
connections to the 
BlackBerry Controller. 

 
 

TCP 
 

UDP 

 
 

5096 
 

4070 

 

Outgoing system log 
connections from the 
BlackBerry MDS 
Connection Service to the 
SNMP agent. 

UDP 4071  

For connections between the BES and the Enclave Microsoft Exchange Server  
RPC endpoint mapper TCP 135  
Microsoft Exchange System 
Attendant service 

TCP 135  

NSPI TCP 135  
Microsoft Exchange 
Information Store 

TCP 135  

Outgoing LDAP connection LDAP 389  
 
3.14 BlackBerry IP Modem 
A BlackBerry can be used as an “IP” modem or “tethered modem” to provide a wireless Internet 
connection for a laptop computer.  In some cases, this is less expensive than buying a broadband 
wireless card and setting up a separate broadband wireless account.  In order to use the 
BlackBerry IP modem feature, the following IT policy rules must be configured as indicated: 
 

• Disable IP Modem – FALSE 
• Disable Radio When Cradled – 0 
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NOTE:  Most wireless carriers disable the capability for using the BlackBerry browser to 
directly set up a tethered connection to a laptop via an Internet connection, forcing subscribers to 
buy a higher-priced “BlackBerry Data Service Plus Tethered” service.  Procedures for setting up 
IP modem service on a laptop are available from each wireless carrier or on several web sites, 
including http://forums.crackberry.com/f33/ip-modem-installation-procedures-6633/. 
 
3.15 Disposal of BlackBerry Handhelds 
Appendix B provides required BlackBerry sanitization procedures to follow prior to disposing of 
BlackBerry devices. 
 
3.16 Use of “Team” BlackBerrys 
Appendix E provides security requirements and procedures for setting up and using “team” 
BlackBerrys.  A “team” BlackBerry is configured to receive e-mail for a group e-mail account 
and is shared between team members (e.g., a help desk team where the on-call team member will 
have the team BlackBerry).  
 
3.17 RIM Bluetooth Smart Card Reader (SCR) Connections to PCs 
The RIM BlackBerry SCR (i.e., CAC reader) is designed to connect to both the BlackBerry and 
to PCs with Bluetooth radios.  DoDD 8100.2 requires strong security controls when Bluetooth is 
used in the DoD; therefore, if the RIM BlackBerry SCR is used as a PC SCR, the following 
security controls must be implemented: 
 

− The DAA must approve the use of the RIM BlackBerry SCR with site PCs. 
 

− Separate BlackBerry Account Groups will be created:  One for users that are authorized 
to use the RIM BlackBerry SCR with their PCs and one for users that are NOT 
authorized to use the RIM BlackBerry SCR with their PCs (or do not have a RIM 
BlackBerry SCR).  The IT policy rule settings for the Bluetooth SCR policy group will be 
set for each account group as indicated in Table 1 in the BlackBerry STIG Configuration 
Tables document.  
 
NOTE:  Recommend the two following BlackBerry account groups be created:  
  

1. BlackBerry users with a SCR but not authorized to use the SCR to connect to 
their PCs.  

2. BlackBerry users with a SCR and authorized to use the SCR to connect to 
their PCs. 

 
− The BlackBerry SCR will only be used with PCs that have Windows XP SP2 (or later) 

installed.  Using the RIM BlackBerry SCR with Windows Vista or Windows 7 is not 
approved since DoD testing of the Vista and Windows 7 Bluetooth stack has not been 
completed and configuration procedures for Vista and Windows 7 have not been 
developed.  BlackBerry users with Vista or Windows 7 on their PCs must be put in the 
BlackBerry users group not authorized to use the BlackBerry SCR with their PCs. 
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− Bluetooth radios must be disabled in all PCs where users do not have a RIM BlackBerry 
SCR or the use of the RIM BlackBerry SCR has not been approved by the DAA.  
Bluetooth radios will be disabled either by removing the radio from the PC and/or by 
Windows group policy.   

 
− Only Bluetooth Class 2 or 3 radios must be used by the PC.  Class 1 (100 mW) Bluetooth 

radios are not allowed.  Also, Bluetooth controllers on the PC must support 128-bit 
Bluetooth encryption.   

 
NOTE:  Many vendors do not disclose the class of the Bluetooth radio in their product 
data or specification sheets; therefore, the vendor’s technical support office may need to 
be contacted for this information.  For laptops, look under the specification section of the 
Bluetooth Network Interface Card manual, which can be downloaded from the laptop 
vendor’s web site or the Bluetooth dongle vendor’s web site. 

 
− Only RIM BlackBerry SCR operating system version 1.5.1 (platform 1.5.0.81) or later 

will be installed on the SCR, and BlackBerry SCR software application version 4.2.0.88 
or later will be installed on the Bluetooth-enabled PC.   

 
NOTE:  RIM indicates 4.2.0.88 refers to the reader driver version and 1.5.0.81 refers to 
the reader operating system version.  In addition, the RIM Bluetooth Lockdown tool will 
be installed and enabled (check Restrict Bluetooth Functionality) during installation of 
the BlackBerry SCR software.  Installation should be performed by an authorized 
BlackBerry SA. 

  
− The site Windows group security policy will set to restrict the capability of the PC user to 

disable, remove, or change the configuration of the RIM Bluetooth Lockdown tool. 
 

− Users with administrative account rights to their PCs must be trained to never disable the 
RIM Bluetooth Lockdown tool on their PCs.  PC Administrators should NEVER change 
any Bluetooth settings following implementations of Bluetooth lockdown. 

 
NOTE:  The RIM Bluetooth SCR will not operate unless the Bluetooth radio in the PC 
uses the Microsoft Windows Bluetooth stack.  Some Bluetooth USB adapters do not use 
the Windows Bluetooth stack and will need an installation of an alternate Bluetooth stack 
when the adapter drivers are installed on the PC (or provide the option to install an 
alternate Bluetooth stack).  Additional information can be found at the following web 
site:  http://hellalame.com/bluetooth.htm.  

 
3.18 Using Software Certificates 
DoD PKI-issued digital certificates are used to digitally sign and encrypt e-mails.  When using 
PKI digital certificates with a BlackBerry handheld, users’ digital certificates can be stored either 
on the handheld (software certificates) or on their CACs (hardware certificates).  Software 
certificates are defined as any PKI certificate that does not require the presence of a CAC, smart 
card, or alternate hardware token for the certificate to be used for digital signature or encryption 
operations.    
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Software certificate use by end users must be approved by the Component DAA and remain in 
use only for the minimum time necessary to comply with the hardware token requirement.  
Approval of software certificate usage by the DAA can be for general use cases, for groups of 
individuals, or for organizations to preclude DAA’s approving individual end-user instances of 
software certificate usage. 
 
DoD is currently conducting a risk analysis on the use of both hardware- and software-based 
digital certificates on BlackBerry devices to determine if current guidelines should be modified.  
Results are expected in early 2010. 
 
3.19 BlackBerry Use with Wireless LANs 
Several BlackBerry models are Wi-Fi enabled, providing access to both voice and data services 
over cellular and Wi-Fi networks.  The BlackBerry Wi-Fi service can be used to connect to DoD 
Wireless Local Area Networks (WLANs), public Wi-Fi hot spots, or home WLANs.  The 
primary purpose of the BlackBerry Wi-Fi service is to provide an alternate wireless connection 
to the BES when cellular service is not available (such as in buildings like the Pentagon), but it 
can also be used for voice services (such as when Unlicensed Mobile Access (UMA) services are 
available from the mobile network service provider and connections to the Internet).  
 
It is also possible for a BlackBerry user to connect simultaneously to both cellular and Wi-Fi 
networks (e.g., when using the cellular connection for a telephone call while connected to the 
BES for e-mail via a Wi-Fi connection).  Wi-Fi enabled BlackBerrys also include a Virtual 
Private Network (VPN) client that provides a secure connection to enterprise networks.  The 
VPN client provides FIPS 140-2 encryption and is both Wi-Fi and Wi-Fi Protected Access 2 
(WPA2)-certified, but it does not support smart card (i.e., CAC) authentication. 
 
The following Wi-Fi connection options are available for connecting Wi-Fi enabled BlackBerry 
devices to a DoD BES (see BlackBerry Enterprise Server Wi-Fi Implementation Supplement for 
more information.): 
 

• Direct connection to the BES router via a Wi-Fi connection to a DoD network WLAN 
access point (with or without a VPN connection). 

• Direct connection to the BES router via the Internet using a Wi-Fi connection to a home 
or to a hot spot WLAN access point (with or without a VPN connection). 

• Connection to the BlackBerry mobile network via the Internet using a Wi-Fi connection 
to a home or to a hot spot WLAN access point. 

 
 
 
DoD security requirements for WLAN systems can be found in the following documents: 
   

• DoDD 8100.2; ASD-NII Memorandum, Subject: Use of Commercial Wireless Local-
Area Network (WLAN) Devices, Systems, and Technologies in the Department Defense 
(DoD) Global Information Grid (GIG), 2 June 2006  
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• Draft DoD Instruction 0000.00, Remote Access to Assigned Enclaves for DoD Remote 
Access Users with Government Furnished Mobile Devices, v1.0.   

 
Based on the requirements found in these documents, the following subsections describe 
conditions that apply for the use of the BlackBerry Wi-Fi Service. 
 
3.19.1 Wi-Fi Connection to a DoD-Operated Enterprise WLAN System  
Connections to DoD-operated Enterprise WLAN access points are authorized if the DoD WLAN 
system is fully compliant with the Wireless STIG.  This service must be approved by the DAA 
and documented in the Site Security Plan (SSP).  A BlackBerry Wi-Fi profile should be set up as 
described in section 3.19.4.  See section 3.19.5 for information on installing a device digital 
certificate on the BlackBerry if Extensible Authentication Protocol (EAP)-TLS authentication is 
used.   
 
3.19.2 Wi-Fi Connection to a Public Hot Spot WLAN System  
Connections to public wireless hot spots and hotels are authorized if requirements for wireless 
remote access in the Wireless STIG are followed.   
 
3.19.3 Wi-Fi Connection to a Home WLAN System  
Connections to home WLAN systems are authorized if requirements for wireless remote access 
in the Wireless STIG are followed.   
  
Additional requirements for the BlackBerry system are as follows: 
 

− Connection is made to the BlackBerry Mobile Network only: 
o Direct connection to the BES via an Internet connection should not be used (with or 

without a VPN connection).   
 

NOTE:  Non-VPN connections to the DoD enclave violate DoD network security 
requirements and the BlackBerry VPN client does not support CAC authentication. 
 
NOTE:  When a direct connection to the BES is not available, a Wi-Fi enabled 
BlackBerry will automatically establish an SSL connection to the BlackBerry mobile 
network via an Internet connection. 

 
− The home network firewall (usually part of the wireless router) must be configured to 

allow an outbound TCP connection on port 443.   
 
3.19.4 BlackBerry Wi-Fi Security Controls 

BlackBerry Wi-Fi security controls are set by using WLAN IT policy rules and by setting up 
WLAN configuration sets that define WLAN profiles.  WLAN IT policy group rules are used to 
set up WLAN security controls that are applied to all BlackBerry users managed by the site BES.  
WLAN Configuration Sets are used to set up specific WLAN profiles and are assigned to 
individual users or groups of users. 
 

UNCLASSIFIED 46



BlackBerry Technology Overview, V1R1 DISA Field Security Operations 
24 May 2010 Developed by DISA for the DoD 

UNCLASSIFIED 47

A WLAN Configuration Set defines rules for connecting to a specific WLAN: 
 

− Similar to a WLAN client connection profile used on a laptop 
− Defines Service set Identifier (SSID), security protocol (e.g., WPA2), EAP type, etc., for 
the connection 
− Can be defined on the BES or a user can be allowed to set up 

 
Recommended WLAN security controls are as follows: 
 

− A baseline WLAN IT policy should be set up for all DoD BlackBerry enterprises.  
WLAN IT policy rules are used to configure WLAN configuration settings that apply to 
all site-managed Wi-Fi enabled BlackBerry devices.  If the BlackBerry VPN is required, 
a baseline VPN IT policy should also be set up.  Required and optional configurations 
setting for the WLAN IT policy group and VPN IT policy group are found in Table 1 in 
the BlackBerry STIG Configuration Tables document. 

 
− WLAN Configuration Sets should be used to set up custom BlackBerry Wi-Fi profiles 

for individual users or groups of users.  The BlackBerry Wi-Fi profile (and the 
BlackBerry VPN profile, if used) should be configured on the BES and not on the 
BlackBerry device to control the use of WLAN and VPN connections.  WLAN 
Configuration Sets are used to configure WLAN configuration settings that apply to 
individual BlackBerry accounts.  WLAN and VPN Configuration Set rules are found in 
Tables 2 and 3 in the BlackBerry STIG Configuration Tables document, respectively. 

 
− Instructions for setting up a WLAN or VPN IT policy rules and WLAN and VPN 

Configuration Sets can be found in the BlackBerry Enterprise Server Wi-Fi 
Implementation Supplement.   

 
− When both WLAN IT policy rules and WLAN Configuration Sets are used, Wi-Fi 

enabled BlackBerry devices will follow global WLAN rules in the WLAN IT policy and 
WLAN profile settings that have been assigned to a specific user account associated with 
the BlackBerry.    

 
3.19.5 Instructions for Installing a BlackBerry Device Certificate 
The DoD wireless policy (DoDD 8100.2) states DoD wireless LAN systems must use EAP-TLS 
authentication, which requires a digital certificate to be installed on the WLAN client or for a 
user to use CAC authentication1.  BlackBerry Enterprise Server Wi-Fi Implementation 
Supplement provides instructions for installing a device or supplicant private digital certificate on 
the BlackBerry.  The BlackBerry also supports EAP-TLS via smart card-based PKI 
authentication (i.e., CAC).  The WLAN access point system manual should be consulted for 
instructions for configuring certificates on the system for new clients. 
 

                                                 
1 RIM claims that CAC authentication with EAP-TLS is supported on the BlackBerry but this 
capability has not been tested by DISA. 



BlackBerry Technology Overview, V1R1 DISA Field Security Operations 
24 May 2010 Developed by DISA for the DoD 

DoD sites setting up BlackBerry Wi-Fi connections should contact their local PKI support office 
for information on obtaining PKI certificates for their BlackBerry devices.   
 
3.19.6 BlackBerry Wi-Fi Voice over IP (VoIP) 
Wi-Fi VoIP systems provide the capability to use mobile phones over a site’s VoIP system.  
DoD Wi-Fi VoIP systems must meet the security requirements of both the Wireless STIG and 
the Internet Protocol Telephony and Voice over Internet Protocol STIG.  The BES provides IT 
policy controls for setting up connections to Wi-Fi VoIP systems. 
 
3.20 Antivirus Support on BlackBerry Devices 
DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003, requires virus 
protection on mobile computing devices.  In DoDI 8500.2, IA control ECVP-1 states:  “All 
servers, workstations and mobile computing devices implement virus protection that includes a 
capability for automatic updates.”   
 
For some IT systems, this requirement is met by using antivirus applications installed on the 
computer (e.g., IT systems with the Windows operating system).  The BES meets the virus 
protection requirement of DoDI 8500.2 by a combination of IT policies, application control 
policies, and code signing to contain malware and control its ability to install itself on the 
BlackBerry device and gain access to device resources, applications, and data and access the 
DoD network.  This document includes specific BES and BlackBerry device configuration 
requirements to ensure BlackBerry Enterprise System malware controls are implemented.   
 
BlackBerry virus protection features have been tested by National Security Agency (NSA) and 
DISA and were approved by the Defense Information System Network (DISN) Security 
Accreditation Working Group (DSAWG) in 2006 as meeting DoD security requirements when 
the initial release of this Checklist was approved.   
 
Additional information on BlackBerry malware protections can be found in various RIM 
documents and BlackBerry security documents. 
 
3.21 AutoBerry Tool 
AutoBerry is a DoD-developed tool that scans a BlackBerry and determines if any changes have 
been made to files on the device from a previous control scan (i.e., modified, deleted, or new 
file).  Based on changes found, the tool then determines an IA threat status and provides a list of 
actions that should be implemented (for example, no action required, wipe BlackBerry, etc.). 
 
AutoBerry can be downloaded from the following DoD web sites:   
 

− https://powhatan.iiie.disa.mil/tools/autoberry/ (DoD CAC is required) 
− www.iad.nsa.smil.mil/resources/library/tools/index.cfm. 

 
3.22 BlackBerry Instant Messaging (IM) 
BES Version 4.1.6 and later provides support for the following IM platforms: 
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− BlackBerry® IM for Microsoft® Office Live Communications Server 2005 for 

Microsoft® Office Communicator  
− BlackBerry® IM for Microsoft Office Live Communications Server 2005 for 

Microsoft® Windows® Messenger  
− BlackBerry® IM for IBM® Lotus® Sametime®  
− BlackBerry® Client for IBM® Lotus® Sametime®  
− BlackBerry® IM for Novell® GroupWise® Messenger  

 
The Instant Messaging STIG provides security guidance on the use of IM applications in the 
DoD.  DoD BlackBerry devices can be used to connect to any DoD-managed IM server or 
system that meets the requirements of the Instant Messaging STIG.  
 

3.23 Additional BlackBerry Applications and Services 

3.23.1 Documents To Go  
Documents To Go is a BlackBerry application that is used to view, edit, and create Microsoft 
Word, Excel, and PowerPoint files and attachments on the BlackBerry smartphone.  The 
standard version of Documents To Go is included in the BlackBerry device software version 4.5 
update.  The premium version can be purchased from InTact Technology.  Microsoft documents 
can be viewed and edited with the standard edition of Documents To Go.  The premium edition 
is required to create documents.  
 
There are no required DoD security controls for Documents To Go. 
 
3.23.2 BlackBerry Mobile Voice System (MVS) 
BlackBerry MVS services are a component of the BES (Version 4.1.4 and later) that provides the 
capability for a BlackBerry to send and receive telephone calls through the corporate telecom 
system. 
 
DISA FSO has defined required security controls for BlackBerry MVS Services but they will not 
be published until the system has been approved for use by the DoD and placed on the Defense 
Switched Network (DSN) Approved Products List (APL).  A system is placed on the DSN APL 
after the Joint Interoperability Test Command (JITC) has verified the system complies with DoD 
telephone switching standards.  
 
3.23.3 BlackBerry Web Desktop Manager 
BlackBerry Web Desktop Manager is a web version of the BlackBerry Desktop Manager.  It 
provides many of the same functions as the BlackBerry Desktop Manager, including enabling 
users to manage and configure their BlackBerry devices to receive messages and perform 
maintenance-related tasks (such as, backup and restore, define e-mail settings, and load new 
applications).  BlackBerry Web Desktop Manager requires the installation of the BlackBerry 
Administration Service either on the same computer the BES is installed on or on a separate 
server.   
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BlackBerry Web Desktop Manager requires the BlackBerry user to login to the BAS but does 
not currently support CAC authentication; therefore, the application cannot be used in the DoD.  
Support for CAC authentication is expected in the release of BES 5.1, due in mid to late 2010. 
 
3.24 BES System Administrator Training and Certification 
Required training for the BES System Administrator is listed in vulnerability WIR1220-01 (Vul 
ID# V0022054) found in the Blackberry Enterprise Server STIG, Part 1. 
 
Administration and security controls on BES 5.x are more sophisticated than found on previous 
versions of the BES.   The knowledge and skills needed to properly configure and manage 
security controls are more complex than previously required.  It is recommended that DoD sites 
verify that site BES 5.x system administrators have been trained or have demonstrated 
proficiency in the minimum skills needed to administer BES 5 security features (listed below).  It 
is also recommended that sites consider requiring BES system administrators be certified as 
BlackBerry Certified SAs. 
 

− Set up administrator accounts and assign roles to those accounts. 
− Determine appropriate roles for various system administrator functions. 
− Set up and manage user and group accounts. 
− Set up and manage software configurations and assign those configurations to user and/or 

group accounts.   
− Plan what Application White List software configurations are required to meet 

organizational needs. 
− Determine minimal BlackBerry resource requirements for installed applications. 
− Set up and manage default and custom application control policies and assign them to 

applications. 
− Set up and manage a host based firewall (e.g., Host Based Security System (HBSS), 

McAfee, etc.) and configure firewall port, protocol, and IP access control rules. 
− Set up and manage IT policies and assign those policies to user and/or group accounts. 
− Determine impact on BES operation and site managed BlackBerry operations when 

optional IT policy rules are changed to meet organizational needs. 
− Set up application repositories and publish applications to the BES. 
− Set up and manage BES proxy authentication. 
− Configure BES for trusted connections to servers. 
− Set up and manage configuration sets. 
− Configure BES Master key. 
− Configure allowed email message formats (e.g., block HTML and RTM email). 
− Set up and manage Access Control groups and assign them to user and/or group accounts. 
− Plan what Access Control groups are required to meet organizational needs. 
− Set up Pull URL patterns. 
− Configure BAS key store password. 
− Configure S/MIME encryption type on BES. 
− Configure IT policy resend interval. 
− Configure CRL, OCSP, and LDAP properties on BES. 
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− Configure and manage BlackBerry Web Desktop Manager security features. 
− Set up and manage an Enterprise Server Policy to manage list of authorized BlackBerry 

devices. 
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APPENDIX A.  BES SYSTEM ADMINISTRATOR SECURITY CONFIGURATION 
TASKS 

TASK 
# 

TASK REFERENCE CHECK BOX 
WHEN TASK 
COMPLETED 

1 Complete required BES admin training. WIR1220-01  
2 Ensure BES is approved version. WIR1200-02  
3 Ensure the BES Windows server is STIG 

compliant.  Run the appropriate Windows 
Server Gold Disk. 

WIR1210-01  

4 Ensure BES server is Apache Web Server 
STIG compliant (if using BES 5.x). 

WIR1210  

5 Ensure BES server is SQL and IIS STIG 
compliant (if these services are installed). 

WIR1210  

6 Install BES in approved architecture. WIR1300-01  
7 Insure BES MDS integration service is not 

installed. 
WIR1305-01 
 
Section 3.3.4, 
BlackBerry 
Technology 
Overview 

 

8 Configure the host-based firewall on the 
BES server 

WIR1300-02 
 
Section 3.13, 
BlackBerry 
Technology 
Overview 

 

9 Set up one of more STIG compliant IT 
policies on the BES. 

All WIR14xx 
checks 
 
Section 3.1, 
BlackBerry 
Technology 
Overview 

 

10 Assign all user and group accounts to a 
STIG compliant IT policy. 

WIR1340-01 
 
Section 3.1, 
BlackBerry 
Technology 
Overview 
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TASK 
# 

TASK REFERENCE CHECK BOX 
WHEN TASK 
COMPLETED 

11 If third-party applications are approved by 
the DAA, set up a folder as the application 
repository. 

WIR1345-01 
 
Section 3.2.5.2, 
BlackBerry 
Technology 
Overview 

 

12 Set up one or more Application White List 
software configurations. 
 
This step must be completed even if 
applications are not approved or deployed on 
site managed BlackBerrys. 

WIR1310-01, 
WIR1310-02, 
WIR1310-03, 
 
Section 3.2.5.2, 
BlackBerry 
Technology 
Overview 

 

13 Assign all user and group accounts one or 
more of the Application White List software 
configurations. 

WIR1310-01, 
WIR1310-02 
 
Section 3.2.5.2, 
BlackBerry 
Technology 
Overview 

 

14 Configure required setting for BES proxy 
authentication. 

WIR1315-01 
 
Section 3.3.1, 
BlackBerry 
Technology 
Overview 

 

14 If connections to back-office servers are 
allowed for BlackBerry users, configure 
BES host-based firewall for access and 
configure CAC authentication on back-
office servers. 

WIR1300-02, 
WIR1315-02 
 
Section 3.13, 
BlackBerry 
Technology 
Overview 

 

16 Configure BES for trusted connection to 
back-office servers. 

WIR1315-03 
 
Section 3.3.1, 
BlackBerry 
Technology 
Overview 
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TASK 
# 

TASK REFERENCE CHECK BOX 
WHEN TASK 
COMPLETED 

17 If DAA authorizes the BlackBerry SCR for 
use with office PCs, set up separate account 
groups for users. 

WIR1320-01 
 
Section 3.17, 
BlackBerry 
Technology 
Overview 

 

18 If site allows BlackBerry Wi-Fi connections, 
set up Wi-Fi security controls. 

WIR1325-01 
 
Section 3.19, 
BlackBerry 
Technology 
Overview 

 

19 Configure BES Master Key. WIR1330-01 
 
Section 3.6, 
BlackBerry 
Technology 
Overview 

 

20 Block HTML/Rich Text Format (RTF) e-
mail format on BES. 

WIR1335-01  

21 Disable BES MDS Connection Service 
document search feature: 
-Set up a “Deny” Pull URL pattern. 
-Set up one or more Access Control rules. 
-Assign the “Deny” Pull URL pattern to the 
access control rules. 
-Assign the properly configured Access 
Control rule(s) to every user and group 
account on the BES. 

WIR1350-01 
 
Section 3.3.5, 
BlackBerry 
Technology 
Overview 

 

22 Set up system admin account authentication 
configuration. 

WIR1355-01  

23 Change default password on BlackBerry 
Administration Service key store. 

WIR1355-02  

24 Set up list on BES of approved BlackBerry 
devices that can connect to the BES. 

WIR1360-01  

25 Configure BlackBerry Web Desktop 
Manager security controls on the BES. 

WIR1360-02 
 
Section 3.23.3, 
BlackBerry 
Technology 
Overview 
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TASK 
# 

TASK REFERENCE CHECK BOX 
WHEN TASK 
COMPLETED 

26 Change "Enable S/MIME Encryption on 
Signed and Weakly Encrypted Messages" 
from “TRUE” (default setting) to “FALSE” 
on the BES.   
 

Section 3.4, 
BlackBerry 
Technology 
Overview 

 

27 Configure IT policy resend interval. Section 3.1, 
BlackBerry 
Technology 
Overview 

 

28 Configure CRL properties, OCSP properties, 
and LDAP properties on the BES. 

Section 3.3.3, 
BlackBerry 
Technology 
Overview 

 

29 Perform an annual security self assessment 
on the BES.  

WIR1225-01  
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APPENDIX B.  BLACKBERRY DISPOSAL PROCEDURES 
 
Detailed Procedures for Sanitizing DoD BlackBerry Devices Prior to Disposal2 

1. Install BlackBerry Desktop Manager version 5.0.1 or later on a PC. 

2. Connect the BlackBerry that will be wiped to the PC. 

3. Open a Command prompt. 

4. Navigate to c:\Program Files\Common Files\Research in Motion\Apploader\.  

5. Run the following command:  loader.exe /resettofactory  

 

These procedures should be used prior to transferring BlackBerrys from current users to new 
users or before disposing of old BlackBerrys via site property disposal procedures.  

                                                 
2 This procedure assumes no classified information is on the BlackBerry.  This procedure should 
not be used for sanitizing BlackBerrys after a Classified Message incident (CMI). 
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APPENDIX C.  CAC DIGITAL CERTIFICATE PROVISIONING 

C.1 Initial Provisioning of BlackBerry Device for S/MIME 
 
Download the following documents from the DoD Public Key Enablement (PKE) web portal 
at https://www.us.army.mil/suite/page/474113 for reference (Select the “Knowledge Base 
Library” link, select the “Mobile Devices” folder, then the “RIM BlackBerry” folder): 

• BlackBerry_SMIME_and_SCR_for_CAC_Setup.pdf 

• DoD PKE Quick Reference Guide (QRG) 
Importing_Smart_Card_Certificates_to_a_BlackBerry.pdf 

 
Complete the following steps for setting up a BlackBerry device with S/MIME support: 

• Load BlackBerry Handheld core software on BlackBerry device. 

• Load S/MIME software on BlackBerry device (included in the core software for 
Handheld Software version 4.5 and later).  

• Load the same version of BlackBerry Smart Card Reader software on both the 
BlackBerry device and the BlackBerry Smart Card Reader. 

• Load Smart Card drivers on BlackBerry device.   

o This includes CAC drivers and Personal Identity Verification (PIV) drivers. 

o Current drivers can be found at: 
http://na.blackberry.com/eng/ataglance/security/products/smartcardreader/driv
ers/ 

• Load DoD Root certificates on BlackBerry device with one of the following methods: 

o Use the BlackBerry browser to connect to 
https://www.dodpke.com/blackberry and download the BlackBerry 
InstallRoot application (net_rim_DoDRootCerts.jad). 

o Push the BlackBerry InstallRoot application to users through the BlackBerry 
Enterprise Server. 

• Load user digital certificates on BlackBerry device.  (See section E.2.) 
 

C.2 Loading New CAC Certificates on a BlackBerry 
 
The following procedure should be used to load certificates from a new CAC to a 
provisioned BlackBerry: 

• Remove old certificates from the BlackBerry using one of the following methods: 

o Method #1 

 Go to Settings>Options>Security Options>Certificates. 

 Select each user certificate in turn (there may be three) and go to 
Menu>Delete. 

http://encyclopedia2.thefreedictionary.com/Public+Key+Encryption
https://www.us.army.mil/suite/page/474113
https://www.dodpke.com/blackberry
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o Method #2 

 Connect the BlackBerry device to a computer where the BlackBerry 
Desktop Manager is installed with a USB cable. 

 Launch the BlackBerry Desktop Manager. 

 Click on “Certificate Sync.” 

 Under the “Personal Certificates” tab, uncheck all old certificates. 

 Click “Synchronize.” 

• Load new CAC certificates to the BlackBerry by following the procedure 
(summarized below) found in the DoD PKE QRG 
Importing_Smart_Card_Certificates_to_a_BlackBerry.pdf. 

o Place new CAC in the BlackBerry Smart Card Reader. 

o Go to Settings>Options>Security Options>S/MIME. 

o Select Menu>Import smart card certificates, and then follow prompts. 

 
For additional information or assistance on BlackBerry PKI issues, contact the DoD PKE office 
at pke_support@disa.mil or visit their web site at https://www.us.army.mil/suite/page/474113. 
 

 

mailto:pke_support@disa.mil
https://www.us.army.mil/suite/page/474113
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APPENDIX D.  VMS PROCEDURES 
The following information applies only to teams and sites that use VMS to enter and track DoD 
assets.  When conducting a BlackBerry SRR, the Team Lead and the assigned Reviewer identify 
security deficiencies and provide data from which to predict the effectiveness of proposed or 
implemented security measures associated with the BlackBerry system and operating 
environment.   
 
Both the Reviewer and the SA will create, maintain, and track assets in VMS.  The Reviewer 
will use the Asset and Finding Maintenance screen to perform these functions.  The SA will use 
the By Location navigation chain to perform the same function.  When Reviewers access the 
Asset and Finding Maintenance screen, the Navigation pane displays a white Visits folder.  
Expand this Visits folder to display its subfolders.  Each subfolder represents an individual visit 
in VMS that is assigned for review.  Click (+) to expand the visit and display the location 
summaries for the visit.  Within the location, BlackBerry assets are tracked using the Computing 
and Non-Computing asset types.   
 
Use the following matrix (as shown in Table D-1) to select the appropriate asset type for each 
BlackBerry asset.  The Reviewer or the SA must enter the entire asset posture including non-
wireless related applications and services installed on the BES. 

Table D-1.  VMS Asset Matrix 

VMS Asset Matrix 
Wireless Technology VMS 

Asset 
Type 

ASSET POSTURE 

All wireless devices 
(Wireless e-mail 
servers and handheld 
devices) 
 
A non-computing asset 
is created to apply all 
general wireless policy 
checks in the General 
Wireless Policy STIG 

Non-
Computing 

NETWORK POLICY REQUIREMENTS -> 
WIRELESS POLICY 
 
NOTE:  These checks apply to the network or concern 
site policy rather than to a specific wireless device. 
 
The Reviewer should create one non-computing asset 
for the BlackBerry system at the site.  An example asset 
name to use may be:  Site Q BlackBerry System. 
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VMS Asset Matrix 
Wireless Technology VMS 

Asset 
Type 

ASSET POSTURE 

BlackBerry Enterprise 
Server 
 
NOTE:  Only 
configure asset for 
applications installed 
on the same server as 
the BES application.  
There are no checks for 
LDAP.  

Computing Operating System – Windows.  Expand and select 
version, then service pack installed. 
  
Application – BlackBerry Enterprise Server 
Application – SQL (if the BES SQL Server is installed 
on the same Windows server as the BES). 
Application – Apache Web Server (if BES 5.x) 
Application – Antivirus.  Expand and select version. 
Application – Expand and select other applications 
installed on the same server to capture the entire asset 
posture of the server (e.g., Internet Information 
Services (IIS), Exchange, Browsers, Office 
Automation, etc).   
 
Role – Member Server 

BlackBerry Client 
Devices 

Computing NOTE:  Do not mark as a workstation. 
NOTE:  Do not enter IP or Media Access Control 
(MAC) address. 
 
Network – Data Network -> Wireless -> BlackBerry 
Client 
 
Operating System – BlackBerry Handheld Software 

 
 

http://encyclopedia2.thefreedictionary.com/Internet+Information+Services
http://encyclopedia2.thefreedictionary.com/Internet+Information+Services
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APPENDIX E.  BLACKBERRY CONFIGURATION FOR GROUP E-MAIL ACCOUNTS 

Procedures for Setting up and Using a “Team” BlackBerry 
 
Introduction 

When a BlackBerry has been set up for a group e-mail account and will be shared by a group or a 
“team” (e.g., help desk team), the BlackBerry must be configured and operated in consistent with 
DoD BlackBerry security requirements.  This paper describes required procedures for 
provisioning the BlackBerry so that a team member’s CAC can be used to sign and decrypt e-
mails. 
 
References 

1. BlackBerry QRG Importing Software Certs.pdf found on the DoD PKE web site at 
https://www.us.army.mil/suite/doc/8461655.  (CAC and DKO account required to access 
document.) 

2. BlackBerry QRG Importing Smart Card Certs.pdf found on the DoD PKE web site at 
https://www.us.army.mil/suite/doc/8461656.  (CAC and DKO account required to access 
document.) 

NOTE:  Contact the DoD PKE Office at pke_support@disa.mil for support in getting access to 
these references. 
 
Step 1 – Install Group E-mail Account Shared E-mail Encryption Key on BlackBerry 
 

a. Have the Team Lead follow local procedures to request a group certificate from the local 
Registration Authority (RA) with the group e-mail account. 

 
b. Get the private e-mail encryption key and save on floppy diskette or thumb drive.  The 

Team Lead must select a master password to protect the key and the password should 
only be known to the Team Lead. 

 
c. Install private e-mail encryption key for group e-mail account on the PC used as the 

Desktop Manager for the Team BlackBerry.  (See Reference 1, Steps 5-16.) 
 

Once the two new .cer files have been created, publish the group e-mail account 
certificates to the Global Address List (GAL) using local procedures. 

 
d. Mark key as exportable.  (See Reference 1, Step 9.) 

 
e. Export key to the BlackBerry.  (See Reference 1, Steps 17-19.) 

 
f. Re-install private e-mail encryption key to the desktop a second time (see paragraph c 

above) and mark as non-exportable.  (See Reference 1, follow procedure described at the 
end of page 6.) 

 

http://www.us.army.mil/suite/doc/8461655
http://www.us.army.mil/suite/doc/8461656
mailto:pke_support@disa.mil
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g. If BlackBerry Desktop Manager and private group e-mail encryption key are installed on 
every team member’s PC, then there will be less disruption when a member of the team 
departs the group.  This minimizes the security risk when a member of the group leaves; 
thus, requiring the group e-mail certificate keystore password to be changed.  Each team 
member than selects his/her own certificate keystore password to protect the certificates 
on his/her PC.  

 
Step 2 – Install Team Member Certificates on BlackBerry 
Load the digital certificates of each team member on the BlackBerry.  (See Reference 2.) 
  
Step 3 – Incorporate BlackBerry Team Procedures in Site BlackBerry Standard Operating 
Procedure (SOP)/Concept of Operations (CONOPS) 
 
The following procedures must be included in the site BlackBerry SOP or CONOPS: 
 

a. Each "team" member is required to logon to the BlackBerry with his/her CAC.  

• Configure the BlackBerry or BES to require CAC authentication for device 
unlock.  Do the following: 

 Enabling User Authentication 
On the BlackBerry device navigate to Options > Security Options > 
General Settings: Set User Authentication to Enable, Set Smart 
Password Entry to Enable, and then select the Authentication Certificate 
of the user will be using the BlackBerry Device.  Make sure that user's 
CAC is in the card reader.  Save the setting.  You will be prompted to 
Enter Password, this is the device password.  Enter the device password.  
Then you will be prompted to enter the User Authenticator Password, this 
is the CAC PIN.  Enter the CAC PIN.  Then you will be prompted for 
Smart Card Access, this is the CAC PIN also.  Enter the CAC PIN.  The 
device is now setup with a user.   
 

NOTE:  Both the BlackBerry password and the CAC PIN need to be entered 
when unlocking the BlackBerry. 

• Procedure for changing Team BlackBerry user:  

 Disable User Authentication 
If you want to change to a different user you must first disable “User 
Authentication” on the device to clear out the current user.  Have the 
current user navigate to Options > Security Options > General 
Settings:  Changed User Authentication to Disable, Smart Password 
Entry to Disable, and then select None for the Authentication Certificate.  
Make sure the current user's CAC is in the card reader.  Save the setting.  
You will be prompted to Enter Handheld Password and Authenticator 
Password.  Enter the device password for the Handheld Password and 
Enter the CAC PIN for the Authentication Password.  

 Next, repeat Enabling User Authentication instructions to change to 
another user. 
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b. Each “team” member is to be trained on how to sign and encrypt e-mail messages on the 
BlackBerry. 

c. BlackBerry team members are prohibited from storing personal or individually sensitive 
information on the Tam BlackBerry. 

d.  A "Master Station Log" will be used to document who currently has possession of the 
Team BlackBerry and when the BlackBerry was passed from one team member to 
another.  Procedures for maintaining and inspecting the log will also be included in the 
site BlackBerry SOP or CONOPS. 

e. Completion of BlackBerry user training will be documented.  

f. Questions should be sent to DoD PKE Engineering Support at pke_support@disa.mil. 

 
   



BlackBerry Technology Overview, V1R1 DISA Field Security Operations 
24 May 2010 Developed by DISA for the DoD 

 

UNCLASSIFIED 66

This page is intentionally left blank. 



BlackBerry Technology Overview, V1R1 DISA Field Security Operations 
24 May 2010 Developed by DISA for the DoD 

 

UNCLASSIFIED 67

APPENDIX F.  MISCELLANEOUS BES 5.X CONFIGURATION PROCEDURES 
 
Importing an IT policy and applying it to user accounts 
 
Listed below are procedures for importing an IT Policy, setting up a site unique IT Policy using 
the imported policy, and then applying it to user accounts.  Importing a preconfigured, STIG 
compliant, IT policy on the BES decreases the set up time of the BES. 
 
Procedure: 
 
Step 1 – Import STIG compliant IT policy file onto the BES for BES 4.1.x and BES 5.x. 
 

− Set up a folder set up on BES server desktop that contains the Import file and BES 5.0.1 
import/export tool.  The default location is C:\program Files\Research In 
Motion\BlackBerry Enterprise Server Resource Kit\ BlackBerry AMT Tools 

− Open up a Command prompt 
− Type the command to import the STIG IT policy file.  example:  itpolicyimportexport -n 

SQ -db BESMgmt –import 
− When prompted, type in the import file name 
− When prompted, type in the password “stig” (BES 4 only) 
− Note that on BES 5.x, the imported policy will not show up on the IT policy list 

immediately.  To force the BES to list the imported policy, do the following: 
o BAS > click on Manage IT policies  
o Click “Set Priority of IT policies”  (do not select any other setting) 
o Click Save  

− Verify the imported IT policy is listed. 
 
Step 2 – Set up a site unique IT policy file using the imported IT policy file as a template. 

− Open the imported IT policy:  BAS > click on Manage IT policies 
− Select imported policy from the list 
− Click Copy policy and choose the name of the policy and click save. 
− Select new policy from the list 
− Click Edit policy 
− Make needed changes to IT Policy rules.  Only “optional” rules can be changed.  
− Click Save 

 
Step 3 – Assign new IT Policy to user accounts. 

− BAS > BlackBerry solution management menu 
− Click Manage users 
− Search for a user account (or click search for a listing of all accounts) 
− Click on  user account 
− Click on the policies tab 
− Click edit user 
− In the drop-down list, click new IT policy 
− Click Save All  
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Note: If a "Database version invalid" error message occurs after following the procedures in Step 
1 to import the STIG IT Policy import file, this usually indicates the SQL server is not 
configured correctly.  Either the following stored procedures are missing from the BES database: 
Policy4xInsert and SMBPolicy4xUpsert (they have to be entered manually), or there are remnant 
BES 4.x settings in the SQL database (a RIM support provided SQL script is required to remove 
the remnants).  In either case, RIM support should be contacted for assistance. 
 
Setting up and applying an Application White List software configuration on BES 5.x 
 
Listed below are procedures for setting up and applying an Application White List software 
configuration.  Application White List software configurations replace the “Disable download of 
third party applications” IT policy rule to control the download and installation of malware on 
DoD BlackBerrys.  This change allows the use of third party applications like Google Maps.  
Configuration of Application White List software configurations is a CAT I requirement.  An 
Application White List software configuration must be set up on the BES even if the use of 
third party applications is not approved. 
 
Procedure: 
 
Step 1 – Determine Applications that will be installed. 

− Get DAA approval for applications that will be installed. 
− Set up an application repository (procedure is in the BES Admin Guide) and save all 

approved applications to the repository. 
− Determine what Application Control Policy should be assigned to each approved 

application:  one of the three default Application Control Policies needs to be selected or 
a custom Application Control Policy needs to be set up.  Determine if each approved 
application will be required or optional.  

 
Step 2 – Set up custom Application Control Policies, if needed. 

− BAS > BlackBerry solution management menu 
− Expand Software 
− Expand Applications 
− Click Manage applications 
− Search for the application. 
− In the Application versions section, click on the application 
− Click the appropriate version of the application 
− Click the Application control policies tab 
− Click Edit application 
− On the Application control policies tab, in the settings section, select the use custom 

Application control policies option 
− In the Required application name field, type a name for the application. 
− In the Settings section, configure the settings required for the application control policy. 
− Click the Add icon. 
− Do not set a priority, unless required by site procedures. 
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− Click Save all. 
 
Step 3 - Create an Application White List software configuration. 

− In the BlackBerry® Administration Service, on the BlackBerry solution management 
menu, expand Software. 

− Click Create a software configuration. 
− In the Configuration information section, in the Name field, type a name for the software 

configuration.  The name should be descriptive of the group the software configuration is 
being assigned to and include “Application White List.”  Example:  Command Staff 
Application White List. 

− In the Description field, type in a description.  Example:  List of approved applications 
− In the Disposition for unlisted applications drop-down list, set “Disposition for unlisted 

applications” to “Disallowed” and set “Application control policy for unlisted 
applications” to “Standard Unlisted Disallowed.”  

− Click Save. 
 
Step 4 - Add applications to the Application White List software configuration. 

− In the BlackBerry Administration Service, on the BlackBerry solution management 
menu, expand Software. 

− Click Manage software configurations. 
− Click an  Application White List software configuration. 
− Click the Applications tab 
− Click Edit software configuration. 
− Click the Applications tab 
− On the Applications tab, click Add applications to software configuration. 
− Search for the BlackBerry Java Applications saved in the application repository. 
− In the search results, select an application 
− In the Disposition drop-down list for the BlackBerry Java Application, select either 

Required, Optional, or Disallowed. 
o To install the BlackBerry Java Application automatically on BlackBerry devices, and 

to prevent users from removing the application, click Required. 
o To permit users to install and remove the BlackBerry Java Application, click 

Optional. 
o To prevent users from installing a BlackBerry Java Application on BlackBerry 

devices, click Disallowed. 
− In the Application data section, in the Application control policy drop-down list, click a 

standard Application Control policy to apply to the application if a custom policy is not 
being used.  Select a pre-configured custom Application control policy if desired and not 
previously assigned to the application.. 

− Select the deployment method for the software configuration:  
o To install the application on BlackBerry devices over the wireless network, click 

Wireless. 
o To install the application on BlackBerry devices using a USB connection to the user's 

computer and the BlackBerry®Web Desktop Manager, click Wired. 
− Click Add to software configuration 
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− Click Save all. 
 

Step 5 - Assign the Application White List software configuration to user accounts. 
− In the BlackBerry® Administration Service, on the BlackBerry solution management 

menu, expand User. 
− Click Manage users. 
− Search for user account. 
− In the search results, click the user account display name 
− Click the Software configuration tab 
− Click Edit user. 
− In the Available software configurations list, click the Application White List software 

configuration 
− Click Add. 
− Click Save all. 

 
Setting up and applying an Access Control Rule to user accounts on BES 5.x 
 
Listed below are the procedures for setting up and applying an Access Control Rule to user 
accounts.  BES 5.x has the capability to allow a BlackBerry user to browse the internal enclave 
and search for documents and other files.  This feature violates network access control 
requirements.  
 
Procedure: 
 
Step 1 – Create a TCP URL Pattern that blocks access to all network shares (e.g., \\*.*\*). 

− In the BlackBerry Administration Service, in the Servers and components menu, expand 
BlackBerry Solution topology> BlackBerry Domain > Component view 

− Click MDS Connection Service. 
− Click on the Pull URL Patterns tab 
− Click Edit component. 
− In the TCP protocol section, type the following web address pattern:   \\*.*\* 
− In the Description box, type “URL Pattern for all shares’ 
− Click the Add (+) icon. 
− Click Save all. 

 
Step 2 - Create an Access Control pull rule with previously created URL pattern and assign 
"Deny" as the rule policy (Set the “Allowed” configuration setting to “Deny).  The title of 
the rule should be something like be “Deny” Access Control Rule. 

− In the BlackBerry® Administration Service, in the Servers and components menu, 
expand BlackBerry Solution topology> BlackBerry Domain > Component view. 

− Click MDS Connection Service. 
− Click on the Access Control Rules tab 
− Click Edit component. 
− In the Rule name field, type a rule name:  Example:  “DISA Demo Pull Rule” 
− In the description field, type a rule description.  Example: ”Deny Access to all shares” 
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− In the Pull drop down box, select “Pull” 
− In the URL Pattern Group drop down box, select “TCP” 
− In the URL Pattern drop down box, select the “all shares” URL pattern. 
− In the Allow drop down box, select “Deny” 
− In the Control type drop-down list, click Pull. 
− Click the Add (+) icon. 
− Click Save all. 

 
Step 3 - Assign the Access Control rule to the demo user account. 

− In the BlackBerry® Administration Service, in the BlackBerry solution management 
menu, expand User. 

− Click Manage users. 
− Search for a user account and click on it. 
− Click on the Access Control Rule tab 
− Click Edit user. 
− In the Add to user configuration list, click Add pull rule. 
− In the Available pull rules list, click the “Deny” pull rule. 
− Click Add (+). 
− Click Save all. 
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APPENDIX G.  S/MIME CONFIGURATION PROCEDURES FOR BES 5.X 

 
Reference  
BlackBerry Knowledge Base article KB1877, How to Configure BlackBerry Enterprise Server 
Version 5.0 to Support S/MIME Messaging. 
 
This appendix describes how to configure BlackBerry Enterprise Server 5.x to support S/MIME 
messaging. After the changes have been applied to the BES, BlackBerry smartphone users can 
only send and open secure messages from their BlackBerry smartphones, if the correct version of 
the S/MIME support package is installed and personal certificates are synchronized to the 
BlackBerry smartphone keystore or Smart Card.    
 
Complete the following tasks:  
 
Task 1: Configure BES to support S/MIME processing.  
 
1. Go to Servers and components > BlackBerry Solution topology > BlackBerry Domain > 

Server view > “ServerName” > "Servername"_EMAIL. 
2. Click on the Messaging tab. 
3. Under Security settings, set Turn on S/MIME message processing to True.    
 
Task 2:  Configure the BlackBerry MDS Connection Service to perform certificate 
searches.  
 
1. Go to Servers and components > BlackBerry Solution topology > BlackBerry Domain > 

Component view > MDS Connection Service.  
2. Click the LDAP tab, choose Edit.  
3. Configure the following settings as follows:  

− Query Limit:  50 
− Enable data compression:  No 
− Name:  DOD411 
− Friendly description: DOD411 
− Service URL:  dod411.gds.disa.mil:389 
− Secure Connection enabled:  No 
− User name:  see note below 
− Password:  see note below 
− Base Query:  Ou=dod,o=u.s.%20government,c=us 

 
Note:  In Windows® 2003 environments, anonymous Lightweight Directory Access Protocol 
(LDAP) searches are not permitted by default, and it will be necessary to specify a user name 
and password. 
4. Click Save all.   
 
Note: Multiple LDAP server entries can now be specified in BlackBerry Enterprise Server 
version 5.0. 
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Task 3: Configure BlackBerry MDS Connection Service to retrieve the status of certificates 
by specifying OCSP and or CRL Server entries.  
 
Note: Multiple OCSP server entries can now be specified in BlackBerry Enterprise Server 
version 5.0.   
 
Configure the BES so that OSCP servers can  retrieve certificate revocation information:  
 
1. Go to Servers and Components > BlackBerry Solution topology > BlackBerry Domain > 

Component view > MDS Connection Service. 
2. Click on the OCSP tab, choose Edit.   
3. The following options can be configured or amended:   

− Use device responder URLs:  No - See note below 
− Use certificate extension responder URLs:  No 
− Name:  DOD OCSP 
− Friendly description:  DOD OCSP 
− Service URL:  http://ocsp.disa.mil 

4. Click Save all.   
 
Note:  If “Use device responder URLs” is set to ‘Yes’, BlackBerry users can define their own 
OCSP servers on their device.  Prior to BES 5.X this was advantageous for using a local OCSP 
responder if it provided better performance than the DISA OCSP responder.  To eliminate user 
error it is recommended that all OCSP responders be entered on the BES and “Use device 
responder URLs” is set to ‘No’, but there may be unique circumstances where allowing users to 
configure this locally reduces help desk support calls. 
 
CRL servers are not used to retrieve certificate revocation information in the DoD, therefore, 
complete the following configuration:  
 
1. Go to Servers and components > BlackBerry Solution topology > BlackBerry Domain > 

Component view > MDS Connection Service. 
2. Click the CRL tab.   
3. Choose Edit.  
4. Configure the following settings: 

− Use device responder URLs:  No 
− Use certificate extension responder URLs:  No 
− Name:  leave blank 
− Friendly description:  leave blank 
− Service URL:  leave blank 

5. Click Save all.   
 
Task 4: Configure Configuration sets in BlackBerry MDS Connection Service.   
 
1. Go to Servers and components > BlackBerry Solution topology > BlackBerry Domain > 

Component view > MDS Connection Service. 
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2. Select the Configuration Sets tab, and then choose Edit.   
3. To create a configuration set, in the Configuration set name section, type a name and 

description for the configuration set. 
− Name:  DoD411 & OCSP 
− Description: DoD411 & OCSP 

4. In the Priority Service group drop-down list select LDAP, in the Service drop-down list 
select DoD411 then click the Add icon next to that row. 

5. In the Priority Service group drop-down list select OCSP, in the Service drop-down list select 
DoD OCSP, then click the Add icon next to that row.  

6. Add any additional LDAP servers or OCSP servers that are required using the same steps.  
Usually DoD411 and DoD OSCP should be listed as the top two entries, but for performance 
reasons you could put a local server ahead of them to give it priority. 

 
7. Click the Add icon next the DoD411 & OCSP Configuration Set Name. 
8. To specify the communication method that the BlackBerry® Mobile Data System 

(BlackBerry MDS) Connection Service should try first to connect to the server, click the Up 
and Down icons. The order of communication methods that you configure applies to LDAP, 
OCSP, and file communication methods individually. The order permits the BlackBerry 
MDS Connection Service to resolve conflicts between domains if you created multiple 
communication methods for a specific URL.  

9.  Click Save all.    
 
Task 5: Assign a BlackBerry MDS Connection Service configuration set to a BlackBerry 
MDS Connection Service instance.  
 
1. Go to Servers and components > BlackBerry Solution topology > BlackBerry Domain > 

Component view > MDS Connection Service > ServerName_MDS-CS_1. 
2. Click on the Component Configuration Sets tab, choose Edit.  
3. Under Available component configuration sets, select DoD411 & OCSP, then click Save all.  
4. Restart each instance of the BlackBerry MDS Connection Service.       
 
Note:  Additional information can be found in BlackBerry Enterprise Server for Microsoft 
Exchange Version: 5.0 Administration Guide. 
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